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Abstract. We present a complete protocol for BB84 quantum key distribution for a realistic setting (noise,
loss, multi-photon signals of the source) that covers many of todays experimental implementations. The
security of this protocol is shown against an eavesdropper having unrestricted power to manipulate the
signals coherently on their path from sender to receiver. The protocol and the security proof take into
account the effects concerning the finite size of the generated key. This paper is identical to the preprint
arXiv:quant-ph/0107017, which was finalized in 2001. Therefore, some of the more recent developments,
including the question of composability, are not addressed.

PACS. 03.67.Dd Quantum cryptography

QICS. 21.20.Kd Quantum key distribution — 22.70.4-S Security proofs

1 Introduction

We present a proof of unconditional security of a practical
quantum key distribution protocol. It is an extension of
a previous result obtained by Mayers [2,3], which proves
unconditional security provided that a perfect single pho-
ton source is used. In present days, perfect single photon
sources are not available and, therefore, practical imple-
mentations use either dim laser pulses or post-selected
states from parametric downconversion. Both practical
signal types contain multi-photon contributions which
characterise the deviation from the ideal single-photon
state. This compromise threatens seriously the security
of quantum key distributions when the loss rate in the
quantum channel is high [4-6]. Security of such practical
realisation has nevertheless been proved in [7] against re-
stricted type of eavesdropping attacks. The salient idea
used in [7] is that data associated with multiple photon
signals are revealed to a possible eavesdropper, without
the legitimate user’s knowledge. We show here that this
model can be combined with Mayers’ proof. The resulting
extension guarantees unconditional security of a realistic
quantum key distribution protocol against an enemy with
unlimited classical or quantum computational power.

By now, Mayers’ proof has been followed up by other
proof of the security of ideal single-photon quantum key
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distribution [8,9]. Security assuming some restrictions on
eavesdropper’s attack can be found in [10-12]. Security of
protocols in which honest participants use trusted quan-
tum computers can be found in [13].

Unconditional security of a protocol means a security
against a cheater with unlimited computational power,
quantum or classical. In other words, it means that there
is no condition on the cheater. It does not mean that there
is no condition on the apparatus used by the honest par-
ticipants. This last interpretation would be equivalent to
say that we know nothing about the protocol that is actu-
ally implemented. So, each proof of unconditional security
must use a different type of assumptions on these appa-
ratus. Mayers’ original proof applies to an unrestricted
eavesdropper’s attack on the quantum signals, but as-
sumes the source used in the protocol is perfect. In par-
ticular, it assumes that the source emits single photon
pulses. In this paper, we present a derivation of the proof
in which the last assumption is relaxed: we still consider
sources that perform perfect polarisation encoding, but
each signal carries now a random number of photons in
the ideal polarisation mode. The random variables giv-
ing the numbers of photons in the pulses are assumed to
be identically and independently distributed, and we re-
quire that an upper-bound on the probability that a pulse
contains several photons is known. As in Mayers’ origi-
nal paper, there is no assumption on the quantum chan-
nel nor on the detection unit, except that, given an input
quantum state of any signal, the detector’s probability of
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detecting a signal does not depend on the choice of the
measurement basis. A more detailed discussion about as-
sumptions in quantum cryptography together with a new
approach to this problem, especially the problem of an
untrusted BB84 source, can be found in [14].

This paper is divided into two parts. In the first part
we define the assumptions of our proof, the protocol we
refer to and the security notion. We then give the result
of our proof which give the precise quantitative meaning
of our security proof together. In that step the necessary
parameters of the protocol leading to secure quantum key
cryptography are given. We illustrate the results by giving
the asymptotic formulas for the limit of long keys which
show, how many secure bits the protocol will obtain for
a given error rate of an experimental set-up as a function
of the source parameters and the error rate. In the second
part, we present the detailed proof of the statements of
the first part. We have chosen to give all details of this
proof to make it self contained, although it follows closely
Mayers original work. The readers are invited to refer to
the original paper [3] where a simpler situation was anal-
ysed, to get an insight into the main idea of the proof.

2 Security in quantum key distribution

The role of key distribution between two distant legitimate
parties, traditionally called Alice and Bob, is to generate
a shared random binary string, called the private key, that
is guaranteed to be known only by the legitimate parties.
A non-authorised party, traditionally called Eve, should
not be able to obtain any information about the private
key. More precisely, for any eavesdropping strategy Eve
chooses, the conditional entropy of the private key, given
the data Eve acquires during the protocol, should be very
close to the maximum entropy, corresponding to a uni-
formly and independently distributed key. One require-
ment for this is that the conditional probability of the
private key given Eve’s data must be very close to the
uniform distribution. Note that it is not sufficient to im-
pose that the private key be independent of the data Eve
acquires: a key distribution protocol that returns a spe-
cific value for the private key with high probability does
not provide any privacy, even if Eve is inactive during the
key distribution.

Quantum key distribution protocols do not allow Alice
and Bob to share a private key in all circumstances. For
example, Eve can usually block signals between the two
parties. But even if the signals arrive, Alice and Bob can-
not always create a secure key using them. As shown in [6],
it is in principle not possible to create a secure key with
the BB84 protocol (using ideal signals) once the error rate
exceeds 25%. This is true for any post-processing of the
data in the sense of advantage distillation or similar ideas.
It is therefore characteristic for any full protocol (includ-
ing the classical post-processing of the data) that it can
deliver a secure private key only as long as the parameters
describing the transmission of the quantum channel (like
the error rate) are within a certain parameter region.
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Any protocol therefore provides a validation test that
tells whether a key can be generated with unconditional
privacy. A key is created only if the test is passed. Other-
wise the session is abandoned. Naturally, one would like to
find an entropic bound given the validation test is passed.
However, it is known that such a bound is inappropriate
for the protocol we consider in this paper (see for exam-
ple [8]): there are simple attacks that give full knowledge
about the private key, although with very small probabil-
ity of success. It is therefore important to choose a good
measure of privacy which nevertheless reflects our basic
intuition.

We follow Mayers’ proof and define formally a key even
in the cases that the validation test is not passed. For this
purpose Bob formally chooses with uniform distribution a
binary sequence as key whenever the test fails. We then
bound Eve’s entropy on this always defined key, condi-
tioned on her knowledge, to be arbitrarily close to the
maximal value. Naturally, in that case Alice and Bob do
not share a key, but this is unimportant since they are
aware of it.

This choice of security notion assures that Eve’s con-
ditional entropy is close to the maximal amount, but this
situation can arise from two different scenarios: either Eve
applies only gentle eavesdropping, which passes the val-
idation tests and gives her basically no information, or
she applies massive eavesdropping, which basically all the
time fails the validation test, but in the unlikely event of
passing the test, it might reveal substantial amount of in-
formation. Nevertheless, in both cases the key will be safe,
since in the first scenario Eve has no information on the
key, while in the second case, the probability of success
will be, in a quantified way, extremely low.

Another important aspect of security of quantum key
distribution protocols is the integrity or the faithfulness of
the distributed key. We must require that whatever Eve
does, it is very unlikely that Alice and Bob fail to share
an identical private key while the validation test is passed.
One way this situation might arise is the error correction
procedure (which is a typical ingredient of a full proto-
col) failing to correct all errors, for example because of an
unusual error distribution.

Finally, we consider families of protocols for which a
parameter, quantifying the amount of a resource used in
a protocol, characterises its security. Usually, the higher
this security parameter’s value is, the higher is the level
of security, but also the amount of a resource required by
the protocol. In the protocol we consider the number of
quantum signals sent by Alice as security parameter.

We now give a formal definition of security. For this
we will introduce some notation. A random variable will
always be denoted by a bold letter, and values taken
by this random variable by the corresponding plain let-
ter. Only discrete random variables will be considered
in this paper. The probability distribution of a random
variable x is denoted by P, i.e. Py(z) = Pr(x = z) is
the probability that x takes the value x. The joint dis-
tribution of two random variables & and y is denoted by
Pay, i.e. Poy(z,y) = Pr(x = 2,y = y). The conditional
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probability of x given an event £ with positive proba-
bility is denoted by Pg ¢, i.e. Pyg(z) = Pr(z = z[€).
The conditional probability of x given that y takes a
value y is denoted by P |,—, whenever P,(y) > 0, ie.
Py y=y(2) = Pr(x = zly = y) = Pay(z,y)/Py(y), when-
ever Py(y) is positive. Let f be a function defined on the
image of . When no confusion is possible, the notation f
will be adopted to denote the random variable f(x).

We will denote by & the random variable giving the pri-
vate key generated in a key distribution session. The key is
a string of m bits where m is a positive integer specified by
the legitimate users. That is K takes value in {0,1}™. We
denote by valid the random variable giving the outcome
of the validation test and by share the random variable
telling whether Alice and Bob share an identical private
key. Given an eavesdropping strategy chosen by Eve, we
denote by v the random variable giving collectively all
data Eve gets during this key distribution session. Hence-
forth, given the eavesdropping strategy adopted by Eve,
v is called the view of Eve, and we will denote by Z the
set of all values v may take.

We adopt the following definition of security for quan-
tum key distribution protocols.

Definition 1. Consider a quantum key distribution pro-
tocol returning a key K € {0, 1}™ regardless of the outcome
of the validation test, where the length of the key, m, is
fixed and chosen by the user. We say that the protocol has
(asymptotic) perfect security if and only if:

e the protocol is parametrised by a parameter N taking
value in IN called the security parameter, and

o there exists two functions €, e2: IN x IN — R such
that €1(N,m) and ea(N,m) are vanishing exponen-
tially as N grows (i.e. there exist « > 0, § > 0,
Npin € IN and a function f: IN — R such that
VYN > Npin, €1(IN,m), ea(N, m) < efO‘NBf(m)), and

e there exists a function No: IN — IN such that, for any
strategy adopted by Fwve,

Vm,VN > N()(m),
(privacy) H(R|v) >m — e (N, m) (1)
(integrity) Pr(—share and valid)<ex(N,m) (2)

where v is Fve’s view given her strategy, and

>

R0 |P gy (R0)>0

Def _

H(R|v) Py (R, v)1ogy P | v=y ()

is the Shannon entropy [15-17] of the key R given Eve’s
view v.

We will show that the protocol presented in the next sec-
tion will be secure according to this definition. In partic-
ular, this means, that the protocol creates a key of length
m out of N signals. Then, by choosing N large enough
for fixed values of m, we can always assure that Eve’s
conditional entropy is arbitrarily close to the maximum
amount (privacy). Additionally, with a probability arbi-
trarily close to unity, Alice and Bob share the key given
that the validation test is passed (integrity).

3 The protocol

In this section, the quantum key protocol considered in
this paper is described. It is an adaptation of the BB84 [18]
protocol which takes into account the usage of an im-
perfect photon source. Note that the usage of imperfect
source has been discussed as early as the first experimen-
tal implementation of BB84 [19] in the framework of re-
stricted types of eavesdropping attacks. We first make pre-
cise which assumptions on the quantum channel we adopt
in this paper. Then we give a formal description of the
protocol.

3.1 Required technology

In the original proof [3], Mayers considered a practical re-
alisation of quantum key distribution prone to noise and
signal loss. However, the legitimate parties were assumed
to be using a perfect single photon source — a source
that emits exactly one photon in the chosen polarisation
state. No restriction was imposed on the photo-detection
unit used in the protocol, except that given an incoming
signal, the probability of detection was required to be in-
dependent of the basis used to measure the signal. It was
argued in [3] that Eve can take advantage of a detection
unit in which the probability of detection depends on the
basis chosen for the measurement, and we will adopt in
this paper the same restriction regarding the detection
unit.

The new feature in this paper is that we allow the use
of imperfect source of photons in the following sense: given
a polarisation state specified by the user, the source emits
photons exactly in the specified polarisation state, but in a
mixture of Fock states. That is, the source emits n photons
in the given polarisation state with probability p,, where
n € IN and pg, p1, p2, - - - is a probability distribution. The
user does not have to know how many photons were ac-
tually emitted. The only restriction we impose is that an
upper bound M4, on the number of emitted signals con-
taining several photons is known within a confidence limit
given by the (small) probability Pr(M > M,,4.). We re-
strict ourselves to provide this bound for signals with iden-
tically and independently distributed multi-photon proba-
bility pas. In that case we can choose M40 = (par+70 )N
and obtain Pr(M > M,4,) < exp(—T73,;IN), as explained
below. Other methods for providing M., and Pr(M >
M naz) can be used, where the corresponding terms re-
place the here derived and easily identifiable expressions
in the subsequent results.

The authors believe this relaxation of requirement has
practical importance, since single photon sources are not
yet available, due to technological limitations. Further-
more, it has been pointed out [6] that in most experi-
mental implementations of quantum key distribution, the
quantum signals transmitted by the legitimate parties can
be described as mixtures of Fock states.
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As an example, consider a practical source emitting a
coherent state of light in a given polarisation:

) = ) (3)

where |j>, j € IN is the number state — or Fock state
— describing a state of j photons in the considered po-
larisation (therefore, for o # 0, a coherent state has an
indefinite number of photons). If we write a = |a|e?,
|a| and ¢ are called amplitude and phase of the coherent
pulse, respectively.

In general, the phase of a pulse is completely unknown,
or can be rendered random thanks to a phase randomi-
sation technique. Since the phase is then uniformly dis-
tributed, a pulse state in a given polarisation is described
by the density matrix:

1 27 ) )
poource = 5= | [ lale?){Jale'® |dg @)
L5l = 0P ooy
“ar ), o 2 et e

3:3'=0
(5)

_Zealzk';ﬁumy (6)

J=0

Therefore, the signals emitted by a coherent source of light
becomes a classical mixture of Fock states due to the lack
of a phase reference. Another example of practical source
is a source emitting thermal states of light. Such states
are already mixtures of Fock states. The above de-phasing
argument applies in general for any signal state. Further
studies of source characterisation can be found in [20].

We summarise the assumptions on the quantum setup
adopted throughout this paper:

e the legitimate parties use a source of photons that
sends a mixture of Fock states p = ZZOZO pn’ n><n’
in the polarisation state exactly as specified by the
user. The numbers of photons in the pulses emitted
by the source are assumed to be identically and in-
dependently distributed. The upper bound M4, on
the emitted number of multi-photon signals during the
protocol is known by the legitimate parties to hold ex-
cept with a negligible probability Pr(M > M,4.);

e the legitimate parties use a photo-detection unit such
that for any given signal, the probability of detection
is independent of the choice of the measurement basis;

e the signals and Alice’s and Bob’s polarization bases
are chosen truly at random;

e Eve cannot intrude Alice’s or Bob’s apparatus by uti-
lizing the quantum channel. She is restricted to inter-
action with the signals as they pass along the quantum
channel.

3.2 The protocol

The quantum key distribution protocol under considera-
tion based on Bennett and Brassard’s BB84 [18] is de-
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fined. It comprises three stages: agreement on parameters
of the protocol and security constants, the transmission of
quantum signals, and the execution of a classical protocol
together with the validation test.

Pre-agreement

1. Alice and Bob specify:

e m, the length (in bits) of the private key to be
generated;

— N, the number of quantum signals to be sent by
Alice. This integer is the security parameter of the
protocol;

e ¢, the maximum threshold value for the error rate
for the validation test;

® 7in, the minimum threshold value for Bob’s de-
tection rate (1 > rmin > Mpaz/N);

e ppr, the proportion of the shared bits that must
be publicly announced for the validation test (0 <
pr < 1/2);

® Tec, Tf, TM, T, and 7, the security constants of
the protocol. They are small strictly positive real
numbers chosen so that § + 7., < 1, 6 + 7 < 1,

. 1—
Tmin > Mmae /N, T < =2, 7, < 1.

Quantum transmission

2. Alice and Bob initialise the counter of the signals as

1 = 0 and Bob initialises the set of detected signals as

D = {}. Then until the pre-agreed number of signals

have been sent (i = N), the following is repeated:

(a) Alice and Bob increment ¢ by one;

(b) Alice picks randomly with uniform distribution a
basis a; € {+, x} and a bit value g; € {0,1};

(¢) Alice makes her source emit a pulse of pho-
tons in the state |¥(g;,a;)) where |¥(0,4)),
|@(1,+)), |¥(0,x)) and |¥(1, x)) correspond to
single photon states of polarisation angles 0,

w/2, w/4 and —m /4, respectively. We recall that
{(W(O, +)),|®(1,+))} forms an orthonormal ba-
sis of Hphoton, the Hilbert space for single photon
polarisation states, and

_ | Z(0,4)) + | ¥(1,4))
7 ;

|@(0,+)) — |¥(1,4))
7 ;

(d) Bob measures Alice’s pulse in the basis b; where
b; € {+, x} is chosen randomly at each time. If at
least one photon is detected, the index ¢ is added to
the set D of detected signals’ indexes, and the out-
come of the measurement is recorded as h; € {0,1}
(if the detection unit finds photons in both modes
h; = 0,1, the value for h; is chosen randomly in
{0,1} by Bob). If no photon is detected at all, h;
is assigned the value 1.

| (0, %))

|W(1, X)) =

Note that the random choice of basis in step (d) might be
provided by a beamsplitter (or a coupler) followed by two
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measurement setups, each measuring the photons in the
basis + and x respectively. It might also be given by an
external random number generator acting on a polarisa-
tion rotator.

Classical part

We denote by n the number of signals detected by Bob,
ie. n = |D|, and by @ = (a1,...,an) € {+, x}V,
b= g)la---abN) S {+7X}Na g = (glv'-'agN) € {071}N
and h = (h1,...,hn) € {0,1, L} the outcome of the
quantum transmission (Step 2). Restrictions of these vec-
tors onto some specified subset X C {1,..., N} will be

denoted by @(X),b(X),F(X), h(X).

3. Bob announces the set of detected signals by D to
Alice.

4. Bob picks up randomly a subset of signals which will
be revealed for the validation test R C {1,...,N} ,
where each position ¢ € {1,..., N} is put in R with
probability pg.

5. Bob announces the revealed set R and the measure-
ment basis of all signals b to Alice.

6. Bob announces the bit values of the test set (DN R)
to Alice.

7. Alice computes the set of corresponding signals {2 =
{i € D: a; = b;}, the set of corresponding test signals
T = 2N R and the set of untested corresponding
signals £ = £2N R. We denote |E| by .

8. Alice announces the polarisation basis of all of her
signals @, thus announces implicitly {2 and F as well.
The bitstreams G(E) and h(E) are usually called sifted
keys.

9. Alice chooses a linear error correcting code [15,16] ca-
pable of correcting [(0 + 7ec)(1 — pr)|{2|] errors in E.
Its parity check matrix, F', is a 7 X [ binary matrix,
where r is the number of redundant bits required to
correct [(8 + Tee)(1 — pr)|$2|] errors in I bits using
the linear error correcting code. Alice announces the
syndrome § = Fg(FE) (mod 2) to Bob.

10. Receiving the parity check matrix F' and the syn-
drome §, Bob runs the error correction on his sifted
key h(E) and obtains 1/(E). If there are less than
[(0+7ec)(1—pRr)|$2]] errors in E, Bob corrects success-
fully all the errors and obtains G(E), i.e. ' (E) = §(E).

11. Alice picks up randomly with uniform distribution a
m x [ binary matrix K to which we will refer as the
privacy amplification matriz. Alice announces K pub-
licly.

12. Receiving the privacy amplification matrix K, Bob
computes &/ = K/ (E) (mod 2).

Validation test
Alice runs the validation test.

13. Alice tests whether the following conditions are all
satisfied:
e Bob’s detection rate is greater than r,;,, i.e.

n > PmindV; (7)
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e the size of D complies to the following inequalities:

-~

M 541 - pa)n, 0

m-+r Sz\mm [1—H1

where

~ 1_—
lmin = ( 2pR - 7A—) (n - Mmam)

(10)

is a probabilistic lower bound on the number of
signals on the set E which is due to single photon
signals;

e the number of errors in the tested set T is lower
than the maximally allowed value. More precisely,

[{i € T:g; # hi}| < d, (11)

where d = §|2|pr.
The validation test is passed if and only if all the con-
ditions above are satisfied. The private key is the bit-
stream obtained by Alice as follows:
14. Alice computes the private key, defined as:
e ¥ = Kg(F) (mod 2) if the validation test is
passed,
e a m-bit string K chosen randomly with uniform
distribution each time the validation test is not
passed.

This protocol defines a key regardless whether the valida-
tion test is passed. The choice of the security constants
used in the protocol is clarified in the following section.

Note. The matrix K can be prepared in advance, and
Eve could know its form before the transmission of the
quantum signal. More precisely, Alice and Bob could pre-
agree on some set of matrices K for various values of m,
and [. It is the special property 4 of F and K which is
required here, and which will be introduced and explained
in Section 5.3. This property is satisfied automatically if
we choose K as random binary matrix, as specified in the
protocol, and the constraint of equation (9) is satisfied.
Our security proof can therefore immediately adapted to
other choices of F' and K together with their respective
constraints replacing equation (9) to satisfy the underlying
required property 4 of Section 5.3.

4 Security of the protocol

In this section we present the security statement for the
protocol described in Section 3.2. If follows the structure
of Definition 1. The proof of the security statement is given
in the remainder of the paper.

Theorem 1. The expected conditional Shannon entropy
of the key K returned by the protocol described in Sec-
tion 8.2 given Eve’s view v is lower bounded, for any
N >0, by

H(R|v) > m — e (N,m) (12)
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where the difference e1(N,m) between the bound and the
mazimal value m is given by

1
61(]\77 m) =2 (m + m) h((sv TfapRvn)

1
—|—2\/2 (m + E) mh((;» TfapRvn)

+m <€72T§/1N + B*Q‘fz(rminN*Mmaz)

+2frp( PR —#) (rmin N —Mmas)

+ g((sv TfapRan)) (13)
where
2 PR
9(6, TfapRvn) = &Xp | — 25+7’fo TTminN
Tf 2

2 14
(2(5 + Tf) ‘| ’ ( )

h(6,7p,pr, 1) = 24/ \/9(5, Tf,PR.M) + \/9(5, Tf DRy 1)

(15)

Besides, the conditional probability that Alice and Bob
share an identical private key given that the validation test
is passed is lower bounded for any N > 0 by:

Pr(—share and valid) < ea(N,m), (16)
where
ea(N,m) =
min [e—ﬁ&p%—m)rmw+2(2515;0)2
70€(0,1/2)
+6—2T§2rmm1v (17)

The functions €;(N,m) and ez2(N,m) decrease exponen-
tially with N, as required by the definition of security
(Def. 1).

The parameters, the number of emitted signals N out
of which the key of length m is created, are chosen in
accordance with the performance of the set-up used for
preparation, transmission and detection of the quantum
signals in view of equation (9). As the number of these
transmissions goes to infinity, we can neglect statistical
fluctuations of the signal properties and describe the ratio
between detected signals and sent signals by a detection
rate pp = n/N and rn,, = n/N. All security constants
Tec, Tf, Tp, T and Tps can be chosen to be arbitrarily small,
and the asymptotic key generation rate out of one bit of
the sifted key reads is given as the length of the sifted key
over that of the final key in terms of the observed error
rate 0 as

?:O—%)Pdﬁ&jgﬂ—mw-ﬂ&
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Fig. 1. Asymptotic gain rates using a simulation with the help
of experimental parameters. The parameters are drawn from
Bourennane et al. [21] for 1.5 pum, Marand and Townsend [22]
for 1.3 pm and Townsend [23] for 0.8 um.

Here we used we used asymptotic equalities for the sifted
key length [ ~ (1 — pg)n/2 and [(6 + Tec)(1 — pr)|2|]| =~
[01]. Furthermore, we made use of the Shannon limit [15]
r([8l],1) ~ IH1(9).

The overall rate of secure key bits per sent signal m/N
can be calculated directly by multiplying equation (18)
with the asymptotic formula
I 1-pr

N~ 2

(19)

The ratio G between key length and received signals m/n
can be obtained by multiplication with I/n ~ (1 —pr)/2.
Moreover, in the limit of arbitrary long keys we can use
the limit pr — 0 since even testing a ‘small’ fraction of
the long key will have statistical significance sufficient for
our purpose. Examples of the resulting values of G as
a function of distance are shown in Figure 1 for various
wavelength. To put our results into context, we relate our
results in Figure 2 to those obtained for the limited secu-
rity level of security against individual attacks. Note that
the difference between the two results is not substantial.
More importantly, the difference might be due to the proof
technique used in our result. Our results should there-
fore not be interpreted as to claim that coherent attacks
give more information to Eve than individual attacks do.
Furthermore, we lay out the relevant bounds on improved
security proofs. The rate is bounded due to the photon
number statistics of the source, resulting in

Ground = = (PD — PM) (20)

5 (
as shown in [7]. We recover this bound by setting 6 = 0 in
our asymptotic bound.

The distance, over which secure communication is pos-
sible, is bounded by the detector noise. As shown in
Brassard et al. [6], the minimal transmission efficiency
Fwep in the situation of Poissonian photon number dis-
tribution of the source is given by

vd
FWCP ~ 2—B

= (21)
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— coherent
= = - individual
== rate bound
- distance bound

Iog10 of optimal rate

-6 . . . I ]
0 10 20 30 40 50
distance [km]

Fig. 2. We use the parameters of Bourennane et al. [21] for
1.5 pm to show the secure gain rate per time slot using our
results (‘coherent’). For comparison, the corresponding results
for security against individual attack [7] are given. The rate is
bounded due to the Poissonian photon number distribution of
the source and the loss in the quantum channel (‘rate bound’)
as shown in [7]. The combination of the source statistics, the
loss and detector dark counts, there is a fundamental bound
on the distance over which secure QKD could be proved with
more advances proofs than ours, as shown in Brassard et al. [6].

where dp is the dark count probability of the detector
per signal slot and np is the single photon detection effi-
ciency of the detector. The corresponding distance (given
the parameters of the experiment) is shown in Figure 2.

We have therefore a clear picture of the rates and dis-
tances which are shown to be secure by our proof (the
area below the curve ‘coherent’ in Fig. 2), those that are
shown to be insecure [6,7] (the area outside of the two
bound curves). Note that the area between the ‘coherent’
line and the two bounds is the area of the unknown. Fu-
ture classical protocols taking on the error correction and
privacy amplification tasks from our protocol in a differ-
ent way (but leaving the quantum transmission and mea-
surement untouched) and/or improved security proofs can
proclaim more of this area ‘secure’.

5 Proof of the main result

The structure of the proof follows. In the first section, an
important feature of the distribution of errors during the
quantum transmission is presented. As an immediate con-
sequence we can proof the integrity of the protocol, mean-
ing that when the validation test is passed, Bob shares the
private key with Alice with high probability. The second
section deals with the multi-photon signals’ issue. It gives
an upper bound on the number of bits a spy can get by an
attack called photon number splitting attack. In the third
section, we explore the method of privacy amplification
implemented by binary matrices and taking into account
linear error correction tools. It turns out that the privacy
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of the protocol is equivalent to the “privacy” in a mod-
ified protocol. This equivalence is proved in Section 5.4,
and the corresponding mathematical model is provided in
Section 5.5. Finally, the proof of privacy of the modified
protocolis given.

There are several points where our proof deviates from
that of Mayers [3]. Most notably this difference can be
seen in Section 5.3 where the deviation between the proofs
shows up quantitatively. However, changes in the protocol
(in our protocol the number of transmitted signals is fixed
which are not necessarily all detected, and not the number
of detected signals, as in [2]) make it necessary to check in
detail that the basic proof idea of Mayers carries through.

5.1 On the distribution of errors and the proof
of integrity

We start with a property regarding the distribution of er-
rors which is based solely on basic probability theory. It
allows to make statements on the key derived from the
set F based on the counting of errors in the set T'. As an
immediate application this property allows us to proof the
integrity of the QKD protocol. Note, that in a practical
run of quantum key distribution, we could omit this es-
timation, since we can learn the exact number of errors
in E during the later stage of error correction. However,
the kind of estimation presented here serves a second pur-
pose, which is used later on in our proof. This purpose
is to make a statement about the eavesdropping strategy
and its expected error rate from the observed error rate.
Let us explain this by an example: If Eve implements an
intercept/resend attack where she measures Alice’s bit in
a randomly chosen signal basis and she resends a state to
Bob corresponding to her measurement result, then she
might be lucky an choose always the correct signal basis.
In that (unlikely) event, she would cause no errors while
obtaining full information on the key. Indirectly, the prop-
erty below quantifies the idea that the observed numbers
of errors will belong to a typical run of the protocol.

Property 1. Let S be a set of finite size, s. Let C be a
randomly chosen subset of S. The random variable giving
the choice of C is denoted by C. Let A and B be two
subsets of S chosen randomly as follows:

1. each element in S is put (exclusively) in A or B or
neither of these sets with respective probabilities pa,
pp and 1 — (pa + pp). That is, the random variables
giving the set to which the indexes in S belong to are
independently and identically distributed;

2. furthermore, the random wvariables giving the set to
which indexes in S belong to are independent of the
random variable C'.

We denote by A, B the random variables giving the set A
and B, respectively. Then for any positive real numbers J,
€ such that 0 < d < d+e<1,

Pr(|JANC| < dspa and |[BNC| > (6 + €)spB)

S f(§7€apAapB’S) (22)
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where
f(éa €,PA,DPB, S) =

2
*(min{pa,pp})*s + 2 (25:- 5)

(23)

1
xp 20 +e

Proof. For any subset C' of S, given C' = C, each element
of C is either in A or in B with respective probabilities
pa and pp.

Now ¢ = |C] is either smaller than | (64 §)s| or bigger
than [(6 + §)s].

o If c < [(0+ 5)s], let C" = C'UD where D is some
subset of S\ & such that |C'| = ¢ = [(0+ 5)s]. Then
C c’, and

Pr(|IBNC| > (§ +¢)spp|C =C)
<Pr(|BNC|> (6 +¢€)spp|C =C").

B (‘H%) ( 2§+ )
(25)

and using the property 16 from Appendix for the set
B and the set C’,

(24)

Furthermore,

(6 +¢€)spp =

d+¢
5+ 5"

Pr(|BNC| > (6§ + €)spp|C = C)

€
< > — '|C =C'
<Pr(|BNnC|> <1+ 25+€) ppc|C =C") (26)

2
con[o(2m)']

S f(§7€apAapBa S)a

(27)
(28)

since (min{pa,pp})? < ph and ¢ > (6§ + &) s — 1. Of
course this implies that

Pr(JANC| < dspa and |[BNC| > (§ +€)s|C = C)
S f((sveapAvavs)' (29)

o If ¢ > [(0 + §)s], then

1) €
Sspa = ——pa(5+ < -
pa 5+§p’4<+2> ( 2 + )pAC(?’O)

and using the Property 16 for the set A and the set C,

€ ) pac|C = C)
€

Pr(|ANC| < 6spalC = C)

<Pr <|AﬁC|< <1

26 +
(31)
PpA€ 2
< —
_exp[ 2c(25+6) (32)
S f(éaevaapBas)a (33)
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since (min{pa,pp})® < pj < landc> (6+5)s >
(6 + %) s — 1. Again, this implies that

Pr(|JANC| < dsps and |IBNC| > (6 +¢)s|C = C)

< f(0,€,pa,pB,s). (34)
We conclude that for any C,
Pr(|JANC| < dsps and |IBNC| > (0 +¢€)s|C =)
< f(0,&;pa,pB,s). (35)
Thus
Pr(|ANC| < éspa and |[BNC| > (6 + €)spp)
—ZPC JPr(JANC| < dspa
“ and [BNC|> (6 +¢)spslC=C)  (36)
< f(d,€,pa,pB,$), (37)
which concludes the proof. |

An immediate consequence of property 1 is that the
error rate in the sifted key is not significantly higher than
the error rate observed by Alice and Bob during the val-
idation test. This implies the integrity of the protocol, as
defined in Definition 1, or more formally:

Property 2. The joint probability that Alice and Bob fail
to share an identical key and that the validation test is
passed is lower bounded by:

Pr(—share and valid) < ex(N, m) (38)
where
e2(N,m)=min e~ e TeePR (3 —Te)rmin N+2( 5e )?
T0€(0,1/2)

R PE )

Proof. We have seen that Alice and Bob run an error-
correcting scheme capable of correcting [(6 + Tec)(1 —
pr)|$2|] errors in E. Thus Bob shares exactly the same
key after the error correction step if there are less than
(0 + Tec)(1 = pr)|£2| errors in E. Given that £2 = {2 where
2 C {1,..., N}, the probability that the validation test
passes while there are more than (6+7..)(1—pgr)|{2| errors
in F is bounded by:

Pr(P(T,6|2pr) A ~P(E, (5 + 7ec)[2|(1 — pr)))
=Pr(|TNC| < d|2|pr and |[ENC|
> (0 + 7ec)[£2|(1 — pr))
< f(5; Tecy PRy 1 — DR, |Q|)

1 9 Tec 2
- —_— . (41
Il +2 (5 )] (a1)

using the above property for S = (2 and where C is the
random variable giving the set of discrepancies between

(40)

< exp
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Alice’s bits §(£2) and Bob’s bits h(£2) on £2. Indeed, R is
independent of C, and consequently the random variables
giving the set (E or T') to which the indexes in {2 belong
to are independently and identically distributed (Pr(i €
Eli € 2) = (1 —pr) and Pr(i € T)i € §2) = pr), and
independent of C. The above implies that the probability
that the error correction fails to reconcile Alice’s and Bob’s
sifted keys while the validation test is passed is upper-
bounded by an exponentially decreasing function of |£2|.
Now, each index in D has probability 1/2 to be put in
the set £2. Let T, be a constant obeying 0 < 7 < 1/2.
Suppose we are given that n = n for some positive integer
n. Using Property 16 in the Appendix, the probability that

there are less than (3 — 7o)n is bounded by:

1 2
Pr <|.Q| < (5 - T_Q) nln = n) < e Pman, (42)
Therefore,
Pr(—share A valid)
< Pr(P(T,5|2|pr) N ~P(E, (6 + Tec)| 82|
% (1 - pr)) ’n > Tomin V) (43)

< Pr(P(T,6|R2|pr) N —P(E, (§ + 7ec)| 12|
<(1=p) 1921 2 (5= 70 ) m > )

1
+ Pr <|.Q| < (5 —Tg) n‘n > rminN)

Tec

12,21 2 2
< e 26t7ec Tech(é_TQ)TminN"F2<25+T€C ) + e*QTQTminN

(44)

since 1 > rp, N if the validation test is passed. Since this
equations has to hold for all values 7, € (0,1/2), we have
especially

Pr(—share A valid) <

2
min [6725+lfecTech?%(%*m)’”mi"]"“(ﬁ)
T72€(0,1/2)
+672T?)TminN (45)
This concludes the proof. (]

5.2 On multiple photon signals

Let A = {1,...,N} be the set of indexes of all signals
Alice sent. Fach signal Alice sends contains zero, one or
more photons, with respective probabilities denoted by
pv, ps and pyr. Alice does not know how many photons
she actually emits in each individual pulse. However, a po-
tential eavesdropper Eve can learn the actual number of
emitted photons without disturbing the quantum signal,
thanks to a quantum non demolition measurement (we
assume no technological limitation for the enemy). Let’s
denote by V', S'and M the set of indexes of signals contain-
ing zero, one and more photons, respectively. Therefore,
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VUSUM = A and the set V, S and M are disjoint. We
will denote by X = (V, S, M) this partition of .A. We will
deal with the worst case scenario in which the partition X
is unknown to Alice, but perfectly known to Eve.

In the following sections, a lower bound on the number
of bits in the sifted key not arising from multi-photon sig-
nals (that is |E N M|) will be required. Most of practical
implementations of quantum key distribution today use a
quantum channel with high loss rate, due to technologi-
cal limitations. This loss rate must be taken into account
to establish the required lower bound. For, Eve could re-
place secretly the quantum channel by a perfect quantum
channel without loss (again, we assume no technological
limitation for Eve). Eve might then stop signals contain-
ing only one photon, as long as the resulting loss rate of
the quantum channel does not exceed significantly the ex-
pected loss rate of the original channel. By doing so, Eve
increases the proportion of bits arising from multi-photon
signals in the sifted key, without being noticed by the legit-
imate users. Now if a signal sent by Alice contains several
photons, Eve can split off one photon from the pulse with-
out disturbing the polarisation of the remaining photons.
She stores the stolen photon until bases are announced and
learns deterministically the corresponding bit by measur-
ing it in the correct basis. This attack is usually referred
to as the photon number splitting attack [6,7]. It is in view
of this attack (in a slightly different context) that we will
need to estimate the number of bits in the sifted key that
are not arising from multi-photon signals.

It is possible to give a probabilistic lower bound on the
number of bits in the sifted key that are not arising from
multiple photon signals, provided that an upper-bound on
the probability pas is given. More precisely,

Property 3. Let’s denote by T the number of bits in E
that are not arising from multi-photon signals, i.e. | =

|E N M|. We denote by I = |E N M]| the corresponding
random wvariable. We recall that we defined the random

variable lym as:

T — [1 S f} (n—Mpe)  (16)

where the security constants Tp; and T are strictly positive

real number such that Myar /N < Tmin and 172}’3 —7>0.

Then the joint probability that n > rmin N and that l<
Liin s bounded by:

PI‘(;S i\min An > TminN) <

=272 (rmin N—Mmaz) + e 2N (47)
Proof. We consider the worst case scenario in which all
losses and errors are caused by Eve’s intervention on the
quantum channel. Obviously, in order to minimise [, Eve
intervene in such a way that M C D.

Suppose we are given that Bob detected n = n signals
and that M = M. Then there are at least n — | M| signals
in D that are not arising from multi-photon pulses. Now,
each of these non-multiphoton signals in D has probability
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(1 —pr)/2 of being put in the set E. Therefore, the prob-
ability that there are less than [(1 —pr)/2 — 7] (n — |M])
signals in the sifted key not arising from multi-photon sig-
nals is bounded by:

Pr (ig F _2pR —%} (n— |M|)‘n —n, M = M)

< 2 n—IM))

(48)

using Property 16 in Appendix.

Now, the marginal probability that Alice sent more
than (pas + 7ar) N multi-photon signals is bounded using
property 16 in Appendix:

Pr(|M]| > (par + m0)N) < e~ 270N (49)

since each signal Alice sends has probability pys of being
in M. N

Note that [(1 —pr)/2 — 7] (n — |M]|) > l;nin whenever
M| < (pm + Tm)N. Therefore, given that n = n, the

probability that there are less than lAmm signals in the
sifted key that were not emitted with several photons is
bounded by:

Pr(l < Lypin|n = n) < Pr(|M| > (par 4+ 70)N |0 = n)

+ Pr(l < lppin and M| < (pas + 7a1)N|n = n)
(50)

<Pr(|M| > (pym +7m)N |1 =n)

+ e 2 =t N), (51)

Multiplying both side by P, (n) and summing over n >
Tmin IV, We get:

Pr(l < lppin AT > TminN) < Pr(|M| > (par + 7a1)
XNARS rpnN) 4+ Y e 2 partmoNp, ()

N>Tmin N
(52)
< Pr(|[M|> (pm + 7a)N)
4 672‘?'2(TminN7(p1\4+7‘]\4)N) (53)
< 6_27—12”N + 6—2-;—2(rmmN—Mm,w)7 (54)
which concludes the proof. O

5.3 On privacy amplification

In this section, diverse notions used in connection with
privacy amplification are defined. In particular, we define
dy, the minimal weight of a privacy amplification code,
used in conjunction with an error-correcting code and an
imperfect source. Finally, an important probabilistic lower
bound on this weight is proved. This bound will be used
in the last part of the proof. It is this minimal weight
which will keep track of the multi-photon signals. The
changed estimation of the minimum weight is therefore the
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most important change of this proof as respect to Mayers
proof [3], although other details need to be adapted.

The privacy amplification is specified by a m x [ binary
matrix K. The linear error correction code is specified by
a r X [ binary parity check matrix F'. We introduce some
notations. Let G be the (r + m) x [ matrix:

F
o (1)
For any matrix A, A(;) denotes its ith row and A its ith
column.

Recall that [ = |E N M| is the number of signals in E
that are not arising from pulses sent with several photons.

Let G be the (r +m) x 1 matrix obtained from G by
removing the columns G¥, i € M N E, corresponding to
the multi-photon signals. Equivalently, G is the matrix
formed by the 1 columns of G corresponding to signals in
ENDM. Let G be the (r + m) x (I — 1) matrix formed
by the (I — 1) columns G®, i € E N M. Similarly, we
define F , K obtained from F , K by removing the [ — T
columns F GW 4§ € EN M respectively. And F, K
are the matrices formed by the | — I columns F® G,
i € E N M respectively. Thus

(55)

(56)

Let é be the set of linear combinations of rows of G. Let
G* be the set of linear combinations of rows of G' which
contain at least one row of K, i.e.

2?6 {O, 1}T+m72’j =1

r4+m
Q\* - { Z Zié(i) (mod 2) :

i=1

for at least one j € {r + 1,...r+m}}. (57)

We define C as:

C= {fe{o,l}f : éf:ﬁ}:(gA)L. (58)

Note that Ct = G. We define the minimum weight of G*
as the integer:

dyy = min w(Z).

1 (59)
g*

M B

Equivalently,

dy = w(i@” F + 7" K). (60)

min B
ue{0,1}7,5€{0,1}™\{0}
The minimum weight is an important characterisation of
the combination of the error correction code matrix F' and
the privacy amplification matrix K. It denotes the mini-
mum number of signals contributing to key bits or parities
of sets of key bits after taking into account publicly known
parities from the error correction code and the knowledge
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from multi-photon signals. We need a probabilistic bound
on this quantity. Here we will derive it for the case of ran-
dom coding where K is a random binary matrix, but we
would like to point out that other suitable choices for K
are indeed possible, and might lead to increased perfor-
mance of the protocol in terms of the yield of secure bits.
The important property to be ﬁllﬁlled is Property 4.

We approach the bound on d,, via the following lemma
taken directly from [3]:

Lemma 1. Let k, a and b be positive integers. Let A be
any a X k binary matrixz. Let B be a b X k binary matrix,
picked at random with uniform distribution. We denote
by B the corresponding random variable. Let dap be the
minimum weight of linear combinations of rows of A and
B that contain at least one row of B:

min

w(i" A+ " B).
@e{0,1}*,5€{0,1}*\{0}

dap = (61)

Then for any positive real number x such that x/k < 1/2
and for any positive real number T,

<1-H (%) 7 = Prdap<a)<27F
(62)
where Hy is the binary entropy function.

Proof of the lemma. Let C be the (a + b) x k matrix

defined by:
A
o~ (4).

Define the real number R as R = kH; (1 — “T'H’ - 7)
where H; ! is the inverse function of the restricted bijec-
tive function Hy : [0,1] — [0,1]. Assume that &2 <
1 — Hy(%) — 7. This implies that x < R. Let B be th

sphere in {0, 1}* centred at the zero string 0 and of radius
R. Fori € {1,...b}, let’s denote by g; the probability that
there exists 7 € {0,1}%7"~! such that B(l-)—l—z;l:f*l 2;C5)
is in B (equivalently, ¢; is the probability that the coset
B;y + Span ({C(;)}j<a+i—1) intersects B). Then

(63)

Pr(dAB < .”L') < Pr(dAB < R) (64)

b—1
=qa+el-q)+ - +a][]0-a)
=1

(65)

(66)

b
< quv
=1

since the probability that dap < R is the probabil-
ity that, if one picks successively at random the rows
B(y), B(y),..., By, at some step i € {1,...,b} the set
By + Span ({C(j)}j<a+ti—1) intersects B.

Now,

(B +Span ({Cj) }i<ari-1)) NB#0 &
B(i) S {er Span ({C(j)}j§a+i,1) 1T e B} s (67)
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where the size of the last set is upper bound by |B| x
|Span ({C(;)}j<ati—1) |- Since By;) is chosen randomly out
of 2% strings,

< |B| x [Span ({C(j)}j<a+i-1) |
7 = 2]{:
S 20.4’i717k5|8|7

and using the binomial tail inequality (Property 13):

LR)
k 1
Bl=>" ( ) < R/ g B =, (70
= \a k 2
we find
4 < 2a+i717k+k(1faT+b7‘r) — g b-Thti-1 (71)
thus
b =
Pr(dap < R) <Y q;=2"""7F) "2t <277k (72)
i=1 i=0

Therefore, the expected probability that dap < R is
smaller than 2~ 7%, Thus,

b
a;: <1-Hi(D)-r = Prdap<z) <27 (13)
which concludes the proof of the lemma. O

This bound allows us to prove the following crucial
property:

Property 4. Let (iw be the random wariable giving the
minimum weight d,, defined above. Then, given thatm =n
for some positive integer n and l > lyip,

1—pr

du
Pr (7 < (64 Tf)

n ‘ lAZ Tminv

n =n, valid = True) < 27 Telmin - (74)

Proof. Given thziy\n =nandl=1> lA,m-n, note that the
random variable K is uniformly distributed and indepen-
dent of other variables. Passing the validation test in the
protocol requires that the Constraint 9

2(6 + 7p) LR
”lerrgl—Hl W]_Tp (75)

is satisfied. Since the validation test is passed, espe-

cially equation (8), the argument of Hj(x) satisfies

x < 1/2. Moreover, we have mT” < i”i and 1 —
o o lmin

Hy (At g > 1—Hl(% ——")— 7, There-

fore, the number of rows of Fand K verify:

2(8 + 1) tpm
m;—TSI—H1 %]_Tp, (76)
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We can therefore apply the above lemma for A = F , B =
K, k=1land z =2(0 +77)(1 — pr)n/2. We obtain that:

— PR
2
n =n, valid = True) <27l (77)

. 1 P
Pr(dw <206+ 1) n'llelmim

n =n, valid = True) < 2—7—plAmm (78)

which concludes the proof of the property. [l

5.4 Reduction to a modified situation

In this section, a modified situation of the original protocol
is defined. This modified situation does not correspond to
a key distribution, but nevertheless, a “key” is defined at
Alice’s side. Surprisingly, the “privacy” in the modified
situation implies the privacy of the original protocol, and
this implication is proved.

5.4.1 Equivalence with the modified protocol

We first describe the modified protocol which is similar
to the original protocol, except that Bob measures the
photouns in the sifted set E in the wrong bases (therefore
Bob does not share the private key with Alice). We show
that the security of the modified protocol is equivalent to
the security of the original protocol.

In the subsequent discussion, we will consider — with-
out loss of generality as far as the security of the protocol
is concerned — that Bob’s choice of measurement bases b
and the set R are provided by a randomising box at Bob’s
side: the box generates randomly a choice for R and for
b at the beginning of the protocol. It then provides Bob
with the generated data as required by the protocol, that
is, it gives b during step 2 and R at the step 4 to Bob. We
now define the intermediate protocol as follows. In the
intermediate protocol,

e Alice behaves exactly as in the original protocol;
e Bob’s randomising box generates R and b as before,

but gives b instead of b to Bob at step 2, where:

~ i 1
b ! {b ek (79)
-b; if i ¢ R.
The box announces R to Bob at step 4 as in the original
protocol;
e Bob behaves exactly as in the original situation, except
that, in step 5, after he learned the choice for R, he

computes and announces b rather than b.
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Therefore, in the modified protocol, Bob measures Alice’s

signals in the bases b and announces b. The underlying
idea is that the original and the modified protocols are
identical, except that Bob measures the signals indexed
in R in the wrong bases (without actually knowing R).
Consequently, Alice’s sifted key and Bob’s sifted key are
uncorrelated: Bob does not share the key with Alice. The
private key is only defined in Alice’s hand. Therefore, this
situation does not describe a key exchange. It is only an
abstract stepping stone towards the proof of unconditional
privacy, thanks to the following property:

Property 5. Whichever strategy a potential eavesdropper
Eve chooses, the random variable giving jointly Alice’s pri-
vate key and Fve’s view has the same probability distribu-
tion in both protocol.

Proof. In the following, we say that a random variable
in the original protocol and the corresponding random
variable in the modified protocol are indistinguishable if
and only if their probability distributions are identical. A
quantum system whose state is not a priori known is char-
acterised by an ensemble description. Given a system hav-
ing probability p; to be in the state p; for i = 1,2,...,k,
its ensemble description is the list {(p;, pi)}:, that is, the
list of its possible states together with the correspond-
ing probabilities. We say that a quantum system in the
original protocol and the corresponding quantum system
in the modified protocol are indistinguishable if and only
if their ensemble descriptions are identical. Throughout
the proof of this property, we consider an arbitrary but
fixed strategy adopted by Eve. By strategy, we mean the
algorithm or the “program” followed by Eve to eaves-
drop. Therefore, if Eve is given the same input, she will
act identically. We have to prove that the data Eve ac-
cesses and the private key Alice gets in the original pro-
tocol and in the modified protocol are indistinguishable if
Eve follows this given strategy. Recall that in the origi-
nal protocol, Eve learns the values of D, R, b, E(D N R),
P(T,d), d, F, § and K via the public discussions. Eve
may also attempt to eavesdrop the quantum channel. If a
pulse contains several photons, Eve might keep one pho-
ton and store it until bases are announced, thus obtain-
ing deterministically the corresponding bit. Eve may also
entangle a quantum probe P to Alice’s single photon sig-
nals, and measure P after public discussions. She might
also stop some single photon signals, leaving pulses in
vacuum state to Bob. Let (A, B,C,..., D) be a set of
random variables (and/or quantum systems) in the orig-
inal protocol. Let (A’, B’,C’,..., D’) be the set of cor-
responding random variables (and/or quantum systems)
in the modified protocol. Note that one can show that
the set (A, B,C,..., D) is indistinguishable from the set
(A’,B’,C’,...,D’) by showing successively that: A and
A’ are indistinguishable. Given A and A’ take the same
value (denoted as A = A’), B and B’ are indistinguish-
able. Given A = A’ and B = B’, C and C’ are indistin-
guishable, etc. Now:

e the choice for a, g, b and R are indistinguishable in
both protocol. Given that the choice for @, g, b and
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R takes the same values in both protocol, Alice an-
nounces the same @ in step 8 and Bob announces the

same b and R in step 5;

e given that Alice’s choice for @ and ¢ take the same
value in both protocol, Alice’s quantum signals are in-
distinguishable in both protocol;

e given that Alice’s quantum signals are in the same
state in both protocols, Eve acts on them in the same
manner: the interaction of the quantum signals with
Eve’s apparatus and the probe P remains the same.
Thus the resulting quantum signals (disturbed and/or
suppressed by Eve) received by Bob are indistinguish-
able in both protocol. Likewise, the resulting states of
Eve’s apparatus and probe P are indistinguishable in
both protocol. Naturally, after the above coupling, the
density matrix describing P does not depend on Bob’s
choice of bases or outcomes of the measurements;

e we assumed that given a quantum signal, the probabil-
ity that Bob detects at least one photon in this signal
is independent of his choice of basis. Therefore, given
that Alice’s quantum signals are identical in both pro-
tocol, the set of detected signals in the modified pro-
tocol is indistinguishable from the set D of detected
signals in the original protocol. Given that the choice
for b and R is the same in both protocol, since I;i =b;
for ¢ € R, the measurement outcome h; in the modified
protocol is indistinguishable from the h; in the original
protocol, for i € R. Therefore Bob’s announcement of

=

h(RN D) in the modified protocol is indistinguishable
from its counterpart in the original protocol;

e as a result, the sets 2, T and E computed by Alice in
the modified protocol are indistinguishable from the
corresponding sets computed in the original protocol;

e the above implies that the outcome of the test P(T, d)
is indistinguishable in both protocol;

e in both protocol, Alice’s choices for K and F' are indis-
tinguishable. Given ¢, E and F take the same value in
both protocol, Alice announces the same syndrome §’

e the private data Eve wishes to discover is the private
key K = Kg(F) (mod 2) in both situation.

Therefore, the public announcements, Eve’s apparatus
and probe, and Alice’s private key are indistinguishable
in both protocol. Thus the random variables giving the
results Eve gets from measuring her apparatus and probe
are indistinguishable in both situation. This concludes the
proof. (]

5.4.2 Further reduction

The previous section has shown that it is sufficient to
prove privacy of the modified protocol to prove that the
original protocol is secure. It turns out that it is simpler
to prove security for the modified protocol since Bob has
no information about the private key. The privacy of the
modified protocol can be proved even in the following sit-
uation where:

e Alice announces generously g(F) after she announces
a in step 8, and
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e Bob announces generously h(D) in step 3 (i.e. before
announcement of the revealed set R), instead of an-
nouncing i(D N R) in step 6.

Of course, this can only weaken the security of the mod-
ified protocol, and the security of the resulting protocol
implies the security of the original protocol.

Provided the randomising box is not corrupted and
the random choice of R and b are announced honestly in
step 5 by the box, the security of the modified protocol
can be proved even if we furthermore assume that Bob is

corrupted by Eve. That is, Bob tells Eve the output b of
the randomising box in step 2 and Eve and Bob together
make the measurement they want on the quantum signals
sent by Alice. Bob then announces D and k(D) as told by
Eve in step 3. Thus we can regard the couple Eve-Bob as
a single enemy, provided that the randomising box is not
corrupted and that the public announcement of R and b
in step 5 is made directly by the box.

Of course, h(T') should be close enough to §(T') so that
the couple Eve-Bob passes the test. The eavesdropping
fails if Alice declares =P (T, d). After the public discussion,
Eve may execute another measurement on the residual
state of the photons to refine her information.

5.4.3 Reduction related to multiple photon signals

We now present a reduction related to the multiple photon
signals. By assuming that the enemy has full knowledge
about the multiple photon signals prior to any public an-
nouncement, this reduction will allow us to work with a
simpler situation in which the enemy is performing a con-
ditional measurement on single photon signals only.
Since Eve has no technological limitation, we must as-
sume that Eve-Bob have perfect detectors. We also con-
sider the worst case scenario in which Eve replaces the
quantum channel by a perfect one. Therefore, Eve-Bob
are cheating when the set D containing all signals in which
Bob officially detected at least one photon is not equal to
S U M. Eve-Bob choose the set D at their convenience,
while ensuring that the observed transmission rate n/N
is not significantly lower than the expected transmission
rate. Now, if Alice emits a signal of index ¢ with several
photons, Eve-Bob may pick up one photon from the sig-
nal and measure it in basis b;, giving the outcome h;.
Then they measure the remaining photons in the pulse in
the other basis ﬂl;i, yielding a result h}. The bit h; al-
lows Eve-Bob to pass the test for the index i, if 1 € T.
After announcement of Alice’s basis a;, Eve-Bob knows
whether a; = lN)l ora; = —|l~)1-. In either case, Eve-Bob learn
deterministically g; (since g; = h; if a; = b; and gi = h}
if a; = ﬁél) That is, for any signal i emitted with sev-
eral photons, Eve-Bob can learn deterministically g; while
passing the test for the index 7 with certainty, if ¢ € T'.
In order to take into account this extra knowledge gained
by Eve-Bob from the multi-photon signals, we consider a
slightly worse scenario. We henceforth assume that:

e in addition to sending the photon pulses exactly as de-
scribed previously, Alice’s source tells secretly Eve-Bob
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the partition X' = (V, S, M), the number of photons n;
in each pulse ¢ in M (collectively denoted by 7i(M)),
Alice’s bases d(M) and Alice’s bits g(M). These se-
cret announcements are made at the same time as the
source emits the quantum signals and we denote them

collectively by M = (X, 7(M),a(M), G(M)).

Again, this assumption can only weaken the security of
the protocol. Now given M, Eve-Bob can re-create the
signals sent by Alice on M. That is, provided Eve-Bob
learn M, we can assume that Eve-Bob receive only photon
pulses that are in .S, without modifying the security of the
protocol.

To summarise, the security of the original key distri-
bution protocol is implied by the security of the modified
protocol in which Bob is corrupted by Eve and in which:

o M = (X, A(M),a(M),g(M)) are given secretly to
Eve-Bob during step 2;

e Eve-Bob receive only photon pulses that are in S;

e Eve-Bob must announce publicly E(’D) in step 3;

e Bob’s randomising box is not corrupted and announces
publicly R and b honestly in step 5.

5.5 Mathematical model of eavesdropping
in the modified situation

We define the view of Eve-Bob as the set of all data Eve-
Bob acquired during the modified protocol. The random
variable describing this view is denoted by v, and takes
value in the set of all possible view values, Z. Following
our model, the view v has the following form:

v=(M,D,h(D),R,P,j) (80)

where

o M = (¥ 7i(M),a(M),g(M)) is the random vari-
able giving collectively the secret announcements of
Alice’s source (X = (V, S, M)),

e P=(a,g(E),F,K,5) is the random variable giving
collectively Alice’s public announcements, and

e j is the random variable giving collectively the rest
of classical data Eve-Bob obtain by performing mea-
surements on the quantum signals. The structure of j
depends, of course, on Eve-Bob’s attack.

Note that from the beginning Eve-Bob learn b from the
random number generating box. Since the privacy results

in the modified situation will not depend on g, we will

consider b as a parameter of the protocol, known by ev-
erybody. This is why the corresponding random variable
is omitted from w.

We now present the formalism to describe the whole
situation just after Eve-Bob learn M from the source,
that is before they determine D. Just after Eve-Bob get
an outcome M = M, the situation is modeled as follows.

The system as seen by Eve-Bob is described in a
Hilbert space Hsys = Ho ® Hs where H¢ is the Hilbert
space describing the classical data a, ¢, R, F', K processed
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by Alice or the randomising box and Hg is the Hilbert
space describing single photon signals in S.

We will denote by ¢ = (@,g, R, F,K) the random
variable giving collectively d, g, R, F, K. Each possible
value ¢ = (@, g, R, F, K) for c is represented by a state
(i.e. a normalised vector) |c) € Hc such that the set
{|¢)}c forms an orthonormal basis of H¢. The Hilbert
space Hg is Hs = ®;icsHphoton- The single photon polar-
isation Hilbert space Hphoton has been defined previously.

For any quantum system described in a Hilbert space
‘H, the state of the system is fully defined by a Hermi-
tian non negative matrix p of unit trace called the density
operator. When the system has probability p; to be in
the state |Wl> for i = 1,2,...,k (we say the system is
in a statistical mizture of states), then the corresponding
density operator is p = Zlepi’ WZ><% | The result of
a general measurement on a system described in H can
be seen as an outcome of a random variable ¢ where q is
the measured physical quantity. A general measurement g
on a system described in a Hilbert space H is described
by a positive operator valued measure (POVM henceforth)
{(g, Fy) }qeo where Q is the set of all possible outcomes
for q. It is a set of Hermitian non negative operators F,
on H such that qug F, = 1. Then the probability that
the measurement yields a particular value ¢ is given by

Pq(q) = Tr(Fyp) (81)

where p is the density operator of the system. For any
g € Q, the Hermitian nonnegative operator Fy is called the
positive operator associated with the outcome ¢. A more
detailed description of the general measurement formalism
can be found in [24].

This formalism can be applied to our system Hgys =
He ® Hg. However, we need to describe c¢ as classically
encoded variable. This is done by adding the following
restrictions to the above formalism:

e any state in Ho ® Hg should be described as a mixture
of states in the canonical or the computational basis of
He, i.e. its density matrix must be of the form:

Psys = ZPC(C)’ C><C’ ® ! ¢C><¢C |

where computational basis means that no other ba-
sis than the canonical one {| a,qg, R, F, K>}C should be
used (i.e. we shall not use basis containing cat-state

(82)

vectors such as %) The probability P.(c) is
the probability of occurrence of c;

e any positive operator describing a general measure-

ment on Ho ® Hg should be of the form:
7° @ B9 (83)

where IT¢ (acting on H¢) is some projection operator
on the computational basis of H¢ (i.e. on the subspace
spanned by some set of vectors of the canonical basis).

In other words,
e =3 |e)c|
ceA

(84)
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for some set A of values ¢ may take. The set A corre-
sponds to the set of values ¢ that are compatible with
the outcome associated with the positive operator.
The operator E? (acting on Hs) is some positive oper-
ator in Hg. This model allows global measurement in
which two-way classical communication between Alice
and Eve-Bob occurs. This is necessary since variables
such as E, and P(T,d) depend on Bob’s announce-
ments.

In our model, Eve-Bob execute two measurements on the
system. The first one, allowing to find D, E(D) given M
but before public announcement occurs, the second one,
allowing Eve-Bob to refine their information once P is
known.

However, technically, it is more convenient to think
that Eve-Bob execute one single POVM measurement on
the whole product space He ® Hg. This POVM should
obey certain constraints reflecting the fact that D and
h(D) should be measured before the public announce-
ments by Alice and the box.

Let’s now describe more precisely the density matrix
of the system and the POVM associated with various pos-
sible measurements during the protocol.

Once Eve-Bob have learned the value taken by M, the
density matrix of the system as seen by Eve-Bob reads,
prior to any further measurement,

PIM=M = Z Poim=m(c)| e){c|

ce€Cpm
® | (g(S),d(s)))(w(g(s),a(s))| (85)
where

Def

(¢ =@,7,R, F K :

a'(M) =d(M), g'(M) =g)}, (86)
|2 (5(8),a(5) = @ies|Wlgiar))  (87)
(in the definition of Caq, @(M) and g(M) are given by M).
The subscript “|M = M” stands for “given M = M”.
The probability distribution of P.| a4 is normalised for
each possible value for the size of F, that is, for each possi-
ble value for the number of columns in the matrices F' and
K (recall that the size of the parity check matrix and the
privacy amplification matrix is given by the set E). This
is to ensure that the sum of probabilities of all outcomes
¢ = (a@,d,R, F,K) that are compatible with |E| = n is
equal to unity, for any possible value n. In other words,
22F and & have n columns Pelm=m(c) = 1.
Eve-Bob learn the outcome of M which is part of the
view v. The remaining part of the view is provided by a
single generalised measurement defined by the POVM

{(U7 EU\M:M)}UGZM (88)

where Z, is the set of views giving M for the announce-
ment regarding the multiple photon signals. We have seen
that for any v € Za, Eyjam=n reads

EU‘M:M:HUC‘M:M®E3M:M (89)
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where HﬁM:M is the projection onto the span of states

| c> € Hc for all ¢ compatible with the view v.

Now @, R, F and K are given explicitly by v (of course,
the number of columns in F' and K is | E| where E is given
by v). The view v tells as well that §(M) = G(M) (secret
announcement of Alice’s source), §(F) = §(E) (announce-
ment of §(E)) and FG(E) = Fg(FE) = § (announcement
of §, and note that F' and E are given by v). Therefore,
the set of all values for ¢ compatible with v is

{(a7gaR7F7K) : gE Cgﬂ(EUM)} Where

g

Ceamomn = 12 € {0, 1} : ZEUM) = G(EU M)
and FZ(E) =5 (mod 2)} (90)
that is,
HUC\VM:M: Z |6757R7F7K><6757R7F7K|~

ZeCs zmum)
(91)
Suppose now that at the end of the protocol, and after
Eve-Bob get the view v, Alice announces the key <. Then
the POVM associated to this situation reads

— 17¢ Q
Em)m=m =1 gym=mt @ Ejjapqpg - (92)
where Eﬁ M- Temains the same, since the additional

data come from Alice’s announcement only, after the at-
tack. The set of all values for ¢ compatible with (v, g) in
this situation is

{(63 /!77 Ra Fa K) : ﬂ' € CE,E,ﬁ(EUM)} Where

Cr.z.50Bom) = {:E’e 0,1 : ZEUM) =GEUM)

§,R,g!
and FE(E) =5 (mod2) and KZ(E)=# (mod 2)}.
(93)

Therefore,

>

T€Csz gmuM)

c . N
16,y Mmer = |@,# R,F,K)(@,Z,R,F,K |.
(94)
Of course, Alice will not announce publicly £ during the
protocol. The above POVM has just been derived so that
we can compute P,z(v, k), the probability that Eve-Bob
get the view v and that the key takes the value <.
Finally, we can assume that for any v, the positive
operators EﬁM:M are of the rank one, i.e.
Q —

Elimem = | $0) (v | (95)
where | ¢v> are some vectors in Hg. The vectors | ¢v> are
in general neither normalised nor orthogonal. The reasons
for this assumption follows: suppose a positive operator
Eonl - has a rank greater than one, namely:

Eyym=m = Z | i) (mi |

icl

(96)
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where the vectors | 77i> € Hg are possibly not normalised
(such decomposition is always possible since E, jaq=r is
Hermitian positive). I is a set of size greater than 1. Then
the modified POVM

{(U, EU\M:M)}U?éUO U {((1}0, i)v H1;C;|M:M & | 7h'><7h' D}iGI

(97)

gives more precise information than the original POVM.
This justifies our assumption.

Finally, we examine the constraint on the POVM

{(U7EU|M:M)}U€ZM related to the fact that given M,

Eve-Bob must determine D and h(D N M) (F(M) is al-
ready known and Eve-Bob do not commit error on M)
prior to Alice’s public announcements. We have seen that
Eve-Bob may choose the set D at their convenience. Since
signals in M give perfect information about Alice’s bits
and signals in V' give no information at all, we assume
that Eve-Bob follow the optimal strategy by choosing D
such that:

McD and DNV =40 (98)
Now, since M, D and ﬁ(D N M) are parts of the view v,
we can define the POVM

{(MDE@ATD), By oty ancmn) |

>

v gives D,h(DNM)

D:MCD,DNV=0

with F.

DA(DNM)|M=M — Eyjm=m

(99)

which is the positive operator associated with the outcome
(D,h(D NM)) = (D, (D N M)) given that M = M.
When Eve-Bob make a measurement to determine D and
h(D N M), the only data they have about ¢ are @(M) and
g(M). Therefore,

L _ 7C Q
ED,h(DﬂM)\M:M =@ ED,H(DmMMM:M (100)
Q . o .
where ED,E(DmM)\M:M 1S some posltive operator acting
on Hg and

(101)

To recapitulate, for any positive real number e > 0, the
test P(A,e) on a subset A of D is modeled as follows:

e Eve-Bob get an outcome M = M for the multiple
photon signals, thanks to Alice’s source;

e given M = M Eve-Bob determine the value taken by
D and h(D N M) thanks to the POVM

{ ((M7 D, h(D n M))’ ED,E(DQM)\M:M =

1§, © EC

Lo ;o (1
D,h(DmM)I/\/t:M)}D;MCD,DHV:(Z)7 ( 02)

e Eve-Bob do not commit any error on AN M.
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5.6 Bound on the conditional entropy of the key
in the modified situation

In this section, we derive the bound on the conditional
entropy of the key in the modified situation. Throughout
this section, we consider a given eavesdropping strategy
chosen by Eve-Bob that fits the model we gave previously.

The structure of the proof follows. We define the subset
P of views in which Eve-Bob succeed to pass the valida-
tion test (recall that in our protocol, the outcome of the
validation test is publicly announced). We define two sub-
sets £ and R of P. The subset L is the set of views for
which the associated positive operators obey a certain con-
straint. This constraint is related to the fact that it is very
unlikely that Eve-Bob pass the validation test while they
have a substantial knowledge about Alice’s sifted key: in-
deed, if a quantum signal is in the revealed set R, Eve-Bob
want to learn the outcome of the measurement in the basis
indicated by the randomising box. If it is not in R, then
Eve-Bob want to learn the measurement’s outcome in the
conjugate basis (since b; = —b; if i ¢ R). The trouble for
Eve-Bob is that they do not know R before they have to
announce their bits ﬁ(’D) and this can be translated in the
form of the above constraint. The second subset R corre-
sponds to the set of views in which probabilistic properties
we have seen previously actually hold. We prove useful
identities on R that are necessary in the subsequent part
of the proof. We then prove that: (1) when the view is in
the intersection of R and L, Alice’s private key is almost
uniformly distributed and independent of Eve-Bob’s view,
and (2) this intersection covers almost completely the set
P of views passing the test. Then conclusive calculations
lead to the privacy of the protocol.

The following lemma will be useful in this section.

Lemma 2. Let the density matrix of the system be of the
form:

psys = Y _Pele)| e)(c| @ |de)(Pc|  (103)

where {|¢c>}c is an orthonormal set of vectors in Hg,
and let a positive operator acting on Hsys be of the form:

F=(Sloel) ore

ceA

(104)

where A is some set of values for c. Then for any operators
V and W acting on Hg,

Tr (FV psysW) = Po(A)Tr (FOV pyys aW) (105)
provided P.(A) > 0, where
P.(A) = Z Pe(c') and (106)
c’eA
Psys, A Pi 7y > Pe(c)| Pe)(2 | (107)



H. Inamori et al.: Unconditional security of practical quantum key distribution 615

Proof. We have:

Tr(FV psysW) = ZZPC(C’) {c|c)|?
ceEA ¢ s
x Te(FRV| &y ) (Do |W) (108)
: I
where dx x/ = {(1) g§ i §,
= Y Pe(0)Tr(FOV| B ) (D [W) (109)
ceEA
= Tr(FOV Y Pe(c)| @) (P [W). (110)
ceEA
Now if Pc(A) = > c 4 Pe(c’) > 0, then
Tr(FVpsySW) =
P.(A) ZP o | W). (111)
cEA
=Psys,A

The factor P.(A) has been only introduced so that psys 4
is normalised:

%,_/
=1Ve
This concludes the proof. U

5.6.1 Small sphere property

In this section we define L, the set of views passing the
test and for which the associated positive operators obey
a certain constraint. We then prove that £ covers almost
completely P.

Definition 2. The set P is defined as the set of all views
of Eve in which the validation test is passed.

P:={veZ : valid = true} . (113)
Definition 3. For any view
v=(M,D,h(D),R,P,j) € Z (114)
where. M = (¥,7i(M),d(M),g(M)) and P =
(@, g(E), F,K,3), define the partial view z as
z= (M, D,h(DNDM),d,R) part of v. (115)

The partial view describes the data Eve-Bob have after
receiving M and after measurement of D and h(D N M),
followed by announcements of (@, R) by Alice and the
randomising box. Recall that Eve-Bob do not make any
mistake on M thanks to Alice’s source, and that they
need only to get A(D N M) using the POVM (102).
Given any partial view z = (M,D,E(D NM),d,R), de-
fine ITy(z) as the orthogonal projection operator onto

Span({| 77, 5)) g (G, 7) > da}) where dy = (5 +

71)(1 — pr)n/2 and where E, M and h(D N M) are given
by the partial view z. We have restricted to £ N M and
T N M because Eve-Bob do not commit any error on M.
We prove now the following property (referred to as the
small sphere property in [3]).

Property 6. Let the subset of views L C P be defined by:

£ {v eP
P (M) T [Ey =m0 (2) piat=raIlo(2)]
g<6anapR7n)P‘U<v)}7 (116)
where
g<6a vapRan) =
LY S VDY (s i (117)
R Iy i 1 Tmin 20+ ) |

Then the probability weight of L is lower bounded by:

Py(L) = Py(P) = /98, 75, PR, 7). (118)

Proof. Define Z, . C Z as the subset of views for
which the size of D satisfies the first condition of the
validation test, i.e. n > rpN or 2, . = {v € Z :
|D| > 7minN where D is given by v.}. Likewise, define
We,... as the subset of partial views z for which the
size of D satisfies the condition n > 7., /N, that is

Wrin {z D] > rminN}. We can assume that
P, (Zrmm) and P,(W,._ . ) arestrictly positive. Otherwise,
since P is in Z,. . this would imply P,(P) = 0 which
implies trivial security of the protocol. Define the positive
operator IT 1( ) as the orthogonal projection operator onto

Span( {’ (7,b) >|dTmM(J,h) > di}) where di = 0B&n,

and where T, M and h(D N M) are given by z as before.
We also define IT1(z) as II1(z) = 1 — II1(z).
We first prove that the set of views Q defined by:

D
ZEf {U € ZTWLin :

P (M) Tr [By pp= s IT1 (2) o (2) prag=mt o (2) 1T 1 (2)]

9(0,T¢, PR, n)Pv(v)}. (119)

has probability bounded from below by:

P,(Q) > (1 _Jea, Tf,pR,m) Po(Z,.).  (120)

Let’s assume that we are given that D = D for some
set D. The starting point is the following: as mentioned
already, Eve-Bob do not know Alice’s bases @ nor the
choice of R during the quantum transmission. This means

laded yb1ybiH



Highlight Paper

616

that in a fictional situation F in which the single photons
sent by Alice are in the state ‘W(ﬁ(S),g(S))>

| @ (G(S),a(s))) (the classically stored @ remains however
unchanged), Property 1 holds for the subsets T' and E of
D. Let C be the random variable giving the set of discrep-
ancies between Alice’s bits §(D) and Bob’s bits h(D) on
D. Then in such a situation, the error set C' is independent
of £2 and R. This implies that T' and E are independent
of C. Using Property 1 for S=D, A=T,B=FE and C
with pa = pr = pr/2, pp = pg = (1 — pr)/2 (the factor
1/2 is the probability that a; = b; (for T') and a; # b; (for
E) respectively), we have

instead of

Pr (P(T,d1) N—P(E.ds)|F, D=D) <

1-—
f (6 Tf’PR PR

27 2

n) . (121)

Multiplying the above relation by Pp(D) and summing
for all D that satisfy |D| > rpminN, one gets:

Pr((n > rpinN) AP(T,di) A =P(E,d2)|F) <
9(57 TfyPR, n)Pv (Zrmm)

f((Svava/27(17pR)/27TminN) =
and that Py(Zr..) =

Tmin

(122)

remarking that
g((sv Tf, PR, TL)

21 1D/>rminn YD(D).-
But the lhs above reads:

Pr((n > rpinN) A ’P(T,dl) A =P(E,ds)|F) =

2. 2. P

c z EWrmm

X Pr(P(T,d1) N—P(E,ds)|F,c=c,z=2)

P e=c(M )P £ emc, m=nt (Z)

(123)

where M’ is given uniquely by the partial view 2z’ =
(M, D', /(D' N M’). Note that ¢ and M are indepen-
dent of the event F.

It is easy to see from (102) that, given M = M, the
POVM associated with the partial view z € Wy (where
W, is the set of partial views that are compatible with
M= M) is:

{z= M. DEDNM), G R), Bz oyt =

c Q
HM,&’,R ®ED A (DNM) | M= M}ZewM (124)
where
HfA,d,R =
S lar R R
FIK'G g (M)=g§(M)

(125)

is the projection onto states giving @, g(M) and R for
Alice’s choice of bases, Alice’s bits on M and the ran-
domising box’s choice for the revealed set, respectively.
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Using this POVM, we have:

P, \ ]-",c:c,M:M/(Z/) =Tr [EZ/\M:M/ C><C |

@ W(G(S"), BS N T (G(S). 5(S)] (126)
= B[y © B, i menel ]

® [ PGS, 5N (W @ES). B[] (127)
= da,a'0R, R 0G(M"),g" (M)

) TE[E2, 1o ann P S, B

X ((5(S), 5(S"))] (128)

where S’; M’ and §'(M’) are given by M’, @, R', D' and
R'(D' N M’) are given by 2’ and @, R and § are given by
c. We recall that M’ is part of 2.

Since Eve-Bob do not commit any error on M,

Pr(P(T,di) N—P(E,d2)|F,c=c,z=2")
=Pr(P(TNM,d;) N=P(ENM,ds)|F,c=c, z=2")
(129)

= Pr(dy 5 (F, 1) < di and d,37(G, B') > da) (130)

= 12 (12| 2(0(). 5 ) (), 65 |

x Ho(z')ﬁl(z/)> (131)

where the sets 7', E' and M’ are uniquely given by the
partial view 2’.

Note that

\
—
o
~
n
£
—

T () ()] #(G(S").
(P68 | T
| (B(S) 7) (5(5"),5(5")

" < di and dp,~57(,B') > do

0 otherwise.
(132)

Therefore, the above term can be integrated in the other
trace so that:

Pr (('I’L>Tmzn )/\’P(T dl)/\_"P(E d2)|F)
= Z Z Pem(e, M')og.ar0R R Og(01r),5 (017

c z GWTmm

< Te[EQ T () o (=)| (5(S"), ()

D’ H/(D/nﬁ)\m M

x (W(G(S"),b(S")) | o (') TT1(2")] (133)
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but we obtain:
Pr ((n > rpinN) AP(T,di) A =P(E,d2)|F)
) , =Y. > Pormle, M)daadrr g g )
Pem(e, M) = PAM(M')Pe| p=nr (c) (134) ¢ ZEWr.,
/ /
P (M')P s (d(5)) XTIt (B, & oy aeae 11 (1 0(=')
=Fm gsH\g
a B x| W(F(S"),@(S"))(W(F(S"), @(S") | Ho(=')TT1(=")]
X Page rex M= (@, §(5), R, F, K) (139)
(135) = Pom(e, M) Tr[E c)
c ) z' | M=M'
= 2‘S/‘PM(M ) min M ZP A (MOP | e par (€)
b N x(c| @ II( ')Uo( /)|W(5(S/)»§(S/))>
* YagE RPK|IM= (@ G(5), R, ,(13)6) ><<W(c7(S’) {Ho WINE )] (140)
= Z P (M) T (B pepa T2 (2)
2 €Wy
X Io (") pip=mt Io (2 ) IT1 (2)], or, (141)
since g(95') is uniformly distributed and independent of — _ P (MTE[E 7
M, a, g(5’), R, F and K. Recall that X is not chosen ZGWZ mM) r[ Am=mlli(z)
by Eve-Bob, but randomly by the source. Therefore, min .
X Io(2) pyaa=r o (2) 1 (2)], (142)
where M is given by z.
But E jp=m = : Eyam=pm and we get
Pr ((n > rminN) AP(T, dy) A ~P(E, do)|F) = M=M= D given = Bt &
Z Z PM(MI) Pr ((’I’L > ’r‘mmN)/\’P(T,dl)/\ﬁ’P(E,dz)lj:)
ZWrnin @,§(5),R,F.K = Z Pt (M) Te[Eyjpm=mIT1(2)
a7 vEZ,
* P g rek | pm=p (@ G(5), R, F, K) Frmin _
X 8,010 R, R G017y 7 (M) x o (2)pim=pdlo(2) 1 (2)]  (143)
o 1 where M and z are given by v, and recalling the inequal-
x Tr[EZ, o amere D1 () > ity (122), we get
g
-, R > PrmM)Tr[Eyp—ndi(2)
< WGSBS @GS ) BE) [T (). weor,
1 —
WD) 1y(2)piaacma o) T ()] < 906,779, 1) P(Zr,s )
(144)
At this point we use the following lemma.
The important point to remark is that ) .
Lemma 3. Let p be a strictly positive real number. Let
y be a random wvariable taking values in a set ). Let
{ay}yey be a set of |Y| real nonnegative numbers such
) that Zyey ay < p. Let q be a strictly positive number. If
= = ]_ ’
Z 2‘5/‘ |LT/(g(S/),b(S’))><W(§(S’),b($’)) | 2|§/| we deﬁne the subset X C y by
9= X={yey: ay,<pugPy(y)} (145)
1 . o ~ o
= 3 e P, A @S, (S | (138)  Then Py(x) =1~ 1/q.
g(s)

Therefore, setting back the sum over ¢(S’) and writing
back the trace over classical spaces in the original form,

Proof. Assume to the contrary that the set S =Y\ X =
{y € Y : ay > ugPy(y)} has probability P, (S) greater
than 1/q. Then

Zay >Zay >,quP

yeSs yeSs

= pqPy(S) > p. (146)
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Therefore Zy ay > p which is a contradiction. This con-
cludes the proof. O

Define the set of views Q as:

et {v € Zp i
P pt (M) T [ By pae 211 (2) o (2) piaa=pi I (2) T 1 (2)]

9(5»Tf»pR,n)Pv(v)}- (147)
Then applying the above lemma for

96,75, pr, n)Pw(Zr0), @ = 1/4/g 5Tf pR, and

the probability distribution on Z,._, given by the
conditional distribution P, (v)/Py (2., ), we find that

P,(Q) > (1 —4/9(, Tf,pR,n)) Py(Z,,..,.)-  (148)
Thus, for any view v € Q@ NP, we have:
P (M) Tr [ By pa= a1 (2) o (2) p pa=padTo (2) T1 (2)]
9(6, 75, PR, )Py (v).  (149)

However, since v € P we also have:

P p (M) T (Eyp=r IT1(2) o (2) pras=ma o (2) T2 (2))

(150)
= Pmarrk (M, @, R, F, K)Ps(Cs 2 giar)
1
><Tr[ M= MU (z )Ho(z)m
XY | W& a))(w(&,a@) | To(2)IT1(2)]  (151)

ZeCs zmum)
using Lemma 2, and since for any ¥ € C,  G(EUM) (note
that a; = b; for i € T),

)W, @) ((#,a) [T (2) = | w(E, @) (0(7,9)|

(that is, z = (M, D, h(DNM),d, R) verifies dpz7(h, &) <
dy for any & € C; 55,,)- Note that IIp(z) and II4(2)
commute. Thus we have:

Yve QNP

P pt (M) Tr(Eyp=m 11 (2) o (2) ppaa=pa o (2) T (2))

= PM(M)TY(EU\M:MHO(Z)P\M:MHO(Z)) (153)

< Py(v)4/9(0, 75, PR, n) (154)
since IIy(z) acts only on Hp-5;. This proves that QN
P C L. Therefore the probability of £ is bounded from

below by:

Pv([:) > Pv(Q NP) (155)
>Py(P) —Pu(Q@NZ,,..) (156)
> P,(P) 9(0,T¢, PR M), (157)

which concludes the proof of the small sphere property.[]
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5.6.2 Identities on R

Here we define another big subset of P, corresponding to
the set | of views in which probabilistic assumptions such
as | > Lin, duw > 2(5 + 77)(1 — pr)n/2 holds. We require
as well that for any v € R, Py (v) > 0. Formally,

R={veP:

v verifies

l>l

min;

— PR

n,

C/l\w > 2(5 + Tf) 1
Py(v) > 0}

remembering that lA lmin and d are all uniquely defined
by Eve-Bob’s view v.

In the last section of this proof, a bound on the prob-
ability of the set of views R NP will be needed. We have,
using Properties 3 and 4,

(158)

Po(RNP) < Pr(l < lpin A > TminN)

-~

d 1- o
+Pr(7’” <G4T =B AT 2 T /\n>7“mmN>
(159)
S 6_2T12WN +€—27A'2(TminN_Mmaa:)
+ 2—7’;;(17;R _+)(Tmi71N_M7naw). (160)

We now prove the following properties on R, i.e. for
v=(M,D,h(D),R,P,j) € R (161)

where M = (X, 7(M),a(M),g(M)), X = (V,S,M) and
P = (@,§(E), F,K,5). This implies for instance that du
verifies dy, > 2(64717)(1 —pr)n/2 in this section. It might
be useful to realise that the following properties are ex-
actly equivalent to the properties proved in the original

paper [3] in which the sifted keys §(E) and h(E) are re-
placed by the single-photon encoded sifted keys g(E N M)
and h(E N M).

Property 7.
Yo e R, VE € {0,1}", |Cszmunn! =2"1Csz smumn |-
(162)
Proof. We remark that:
Csamum) = {#e{0, 1}V :
F(EUM)=gG(EuUM) and
FEENM)=35+FgENM) (mod?2)} (163)

(4 and — are equivalent in arithmetics modulo 2), and

={ze{0,1}"V :
:i’(EUM) = G(EuU M) and
F#(EN M) PG(EN M) (mod 2),
KZENDM) = Kg‘(E AM) (mod 2)}.

C;,Fi,g(EuM)

(164)
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Now, for v € R, c?w > 0, that is, rows of K are lin-
early independent and each row of K is linearly inde-
pendent of rows of F. Therefore Ki#(E N M) = & +
K§(E N M) (mod 2) introduces m additional linearly in-
dependent constraints in C; 25 ,pp)- Thus |C; 5500 =

2m| §,€,§(EUM)|' U

Property 8. For any R € {0,1}™ and v € R, the mutual
probability of the outcome (v, R) reads:

— 1 " 5
P,z(v,R) = 2—mPMPR(M P, R){¢y |p Pz, G(E M)|¢U>
(165)
where
e Prmpr(M, P R) = ZeCq gmum Pat(M)
Pagrrr | m=m(@, T, R, F,K) s the  probability

that Alice announces P = (@,§(E), F,K,5), the box
announces R and Eve-Bob get M thanks to the photon
number splitting attack;

o [¥(j(A),d(A))) = @ica|¥(gi,a:)) € Ha for any set
A C S, where Ha stands for the Hilbert space describ-
mg the photons in A

5R,§g(EUM) — -
M)(EmM»XM(EgMJ(EmM»|

o |¢o) = @GEEUM),AEUM))| ¢) € Hynmr-
Note that in the above notation, M, P, R, C, G(BEUM) and

Ciz G(Bun are all given by v.

Property 9. For any view v € R and for any operators
V and W acting on the restricted space H 37 C Hs,
P (M)Tr(Eym=mV pipma=rW) =

Pampr(M, P,R)(¢, Vs oW | $u)  (166)

where

® Dz g(EUM) T TCzmom) a(EUM)| Zmecg’i@m |¥(#E N
M), @(E 1 ) (¥(#(E 1 M), d(E N 1)) |
e and other elements defined as previously.

Proof. Using Lemma 2 for pjap—a, Evi)m=m and
Eym=na, we get (recall that M is given by v)
ka’(v?l%) (M) VR | M= M(U "_{)
= PM(M)Tr(E(U 7Y M=MP|M=M)
=PmM)ParrK | M= M(a R, F.K)

(167)
(168)

xPg (OmaEUM))TY( o M=MP5,7,GEOM))
(169)
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and

P (M) Tr(Ey p=mV pia=saW)
=PmM)ParrK | m=m(d, R, F, K)
P3(Cs gmunn) Tr( ﬁM:MVP**(EUM)W) (171)

where

53(EUM) — p

(172)
TeC; 2 EuM)

Now V and W act only on Hy~3; and for any ¥ €
C§,§(EUM) or C§,€,§(EUM)’ Z(EUM)=g(EUM). Thus

(U(,a@) | X | dv) = (T(F(ENDM),a@ENM)) |X|dy)

(173)
where X is V or W. Noting that Pz is uniform, for
any &, we have Pz(Z)/Pg <C§‘(}‘(EUM)) = 1/|C§,§(EUM)|
and Pg(7)/P5(C; E,(?(EUM)) 1/|C§,3 (}’(EUM)| Finally we
use the identities P (C§,E,§(§UM)) = 5 P3(Cs s Eum)
and PM(M)Pa’RFK\M:M(aaRvFvK) (Cny(EuM))

Pmpr(M, P, R). This concludes the proof.
It follows that the marginal probability of v € R reads:

Py(v) = PAM(M)Tr(Eym=mp| M=)

= PMPR(M7P7 R)<¢~5v ’ﬁg,g(ﬁuM)’ J)v> (174)

Finally, for any ket ’ X) € Hpnar for any & € {0,1}™, we
denote by 7, z(| x)) the ratio:

<X ’ﬁg,g,g(EuM)| X>
<X |ﬁ§,§(EuM) | X>

Tv,l%‘(‘ X>) =

(175)

whenever (x |ﬁ§’,§(EUM)| x) > 0 and rv_,,g(| X)) = 1 other-
wise.

It is easy to see that, for any view v € R, any key K
and any ket | x> € H g7z such that <X |ﬁ§,§(EUM)| x> >0

Z TU,E(’ X>) =

ge{0,1}m

(x { ZNG{O 1pm §E,§(EUM)| X)
< | s,q(EUM)|X>

(176)
=om (177)

where we have used the identity Zke{o 1ym P37 GEUM) =
25  G(BUM) which follows directly from Property 7.

The identity Zﬁe{o,l}m Tv,€(| §>) — 9m holds for
<X |ﬁ§,§(EuM)|X> =0 as well.

5.6.3 Quasi-independence of the key and the view on R N L

We are going to prove in this section that the probability
of the joint event in which Eve-Bob get the view v and

laded mﬁuuB!H
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Alice gets the key K reads, provided v € RN L,

Pur(v,R) =7y + 1y (178)

where 7, is independent of £ and an upper bound is found

on |77v,;z|-
For any view v € R and any key value g € {0,1}™, we
have seen that (Property 8),

1 ~ -
= 2_mPMPR(M7P7R)<¢ | Ec}’EUM)|¢U>'
(179)
Let IT,,(z) be the orthogonal projection onto the subspace
Hy = Span{ ’W], > ’dEmM(],h > dé”} C Hg. The

minimum weight d,, has been defined in Section 5.3. As
before, the partial view z is specified by the view v. Let
Hw(z) = 1 — II,(2). Then II,(z) and IT,(z) act non
trivially only on 'H 57, and

Pm—{(v, I%)

(@ |55 5@unn| $0) = (Do (T

X Py gEonn) w(2) + Iuw(z

w(2) + Iw(2))

)| ¢0).  (180)

Therefore,

1
Q—mPMPR(Ma P, R)

+<(ng {Hw(z)ﬁ

[@” T (2)p3 5 gemonn Hw(2)| b0)

ﬁ,k’,g’(EUM){ 927)1)>+<Q3v {ﬁ Z)| 927)1)>

- <Q~5v |Hw(z)ﬁ

5,7,g(Bum)

2)| v,

We show that the first term in the rhs in equation (181)
corresponds to the term independent of K and we derive
a bound on the modulus of the remaining terms in the
following parts.

jﬁ,g’(EUM)Hw( (181)

The term independent of the key

Property 10. For any view v in R N L, the first term
in the rhs of (181) is independent of B. This term will be
denoted by m, subsequently, for any v € RN L. That is,

e 1
Ty D:f 2_mPMPR(M7P7 R)
x (fo | (2)p3 5 gmonn Hw(2))| $v). (182)
Proof. We need the following identity:
Lemma 4.
va, 3 € {0,1}, (183)
(W(&, BB VD) e gmon | P, B(E N D)) ) =
0if(@+06)¢G
L ( L 2 # o (184)
2! (=1)(@5)0 4 (7 + ) e G.
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where 6§ is a vector in {0,1}7 such that GG = (2) +
GFENM) (0 exists since |C. . s@un| >0 forveR).

5,R,g

We recall that é has been defined in Section 5.5.

Proof of the lemma. First we need some definitions. For
y € {0,1} and for a € {+, x}, define the unitary operator
U, acting on a single photon Hilbert space:

vz € {0,1}, UZ|¥(z,a)) =|¥(x+y,a)). (185)

It is easy to verify that on the opposite basis U, acts as:

U (2, —a)) = (—1)"Y| ¥ (x, —a)). (186)

Likewise, for i € {0,1}7 define the unitary operator
Uj(EﬂM) acting on H 7 as:

vz e (0,1}, U g(z,a(E N DI))) =

|0(Z+7,a(ENTD))). (187)

@(ENM)

It is easy to see that U is involutive, that is

g(EﬂM) -1 Ug(EmM). Since b; = —a; for i € ENDM, we
have, using equation (186),

UaED | g (i 5B 0 ))) =

Y

vz,
— )77 w(z,b(ENTT))). (188)

Returning to our proof, we express Pz G(EUM) (defined in

Property 9), recalling that G = < ) Furthermore, we

)

use the fact that for any 7 € {0, l}l,

ég( )JrGg(EmM) sgel+C (189)

]

where 0 is a vector in {0, 1}7 such that G§ = ( ) +
GJ(E N M) (such f exists since Cszg@umy # 0). This
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gives, recalling that C= (QA>J_, For j = OLWG haVQ_CA( ;{ } and C(0+ = {0, 1}7 and
O = |w(0,a(ENM)))w0,aENM))|. Thus
ﬁé’,ﬁ,g’(EUM) =
1 S(EATT). a(ENTT V&, B, ((a@ b(E N ) |p<0|wﬁl~7EmM))>:i
[ > |w(@ENM),dENM))) P, 5
§RGEUM) e 1y (198)

Z(BUM)= Q(E;QUML and (197) holds (Recall a; = —b; on E N M).
Ga(BNA)=(3)+Cg(BnM) Suppose (197 ) holds for some j € {0,...q — 1}. Since
cU+h = cl) y ( i1 +C(J)) we have

x (U(F(ENM),a(EnM))| (190)
1 I I . o
=T | (7, a(ENM)))(¥(,a(ENM))|  plu+h = <2J > |w(& a@(EnM))) (P (F aENM))|
SRGEVM) oo 6 TeC
(191) 1 P I
1 to; D @ aENM)))(¥(@ a(EN)) |>
[ | €041 +CD
R, g(EUM) (199)
x YW+ 86BN )N @G+ 88BN | _ Lo g e -
1766 2 + 0541 ( )
(192)
. - Thus
and, using equation (188), for all @, 5 € {0,1}!,
(9@, B8 W) [ o | 95, 5 0 ) va,f, (@@, 5B AT o0 [ w(F,5E 0 )
- 1 1 - A —
= (¥(@b(E M) |17 | = (W@ b(E N M) [p9|w(5, b(E N ])))
5,7, G(EUM) o
By _ x (14 (=1)@HAfm 201
x> UM (g, a(B N ) 1y ) - (201)
yeC _{21f&+5€9:7
x( (g, a(E 0 31) [UFE™ | w(F, B(E N 3T))) (193) 0 if &+ 05 ¢ 0,
_ (—1)(&+E)'§<W(o_¢' l:;(E NT)) | po| ¥ @, l:;E nI1))), And since (197) holds for j, we get
(194) - . - o
where (W(a,b(ENDM))|pUtD| @ (3,b(ENDM))) =
1/20 if @+ F e CUTDL,
=t {/ TERPECT
1Cs.z B0 0 ifa+p¢cutht,
X U(g,a(ENMN)OWE(g,a(ENM))|. (195 N
%‘ (@ NG a Nl o) which concludes our induction. Noting that C(q :C IC] =

R . . R . |C§,E’§(EuM)|, [ Q, and p(@ = pg, for an 5
Let ¢ = dimC, and {01, ...0,} be a basis of C. Let C\) be {0 1}7
thespanof{él,...gj}forj6{1,...q}.Forj€{1,...q}, T
define p(j) as:

b
pl =5 ezcjm | w(Z,a(ENM))){(¥(Z,G(ENM)) | (196) Vit (@4l

We show by induction on j € {0,...q} that

va, E € {0, 1}77 which concludes the proof of the lemma. O
(w(d, Z?(E NM)) |p(j)|g/(§’ E(E NM))) = Now by definition of G, for any vector ¥ € G, there
{ 2 a4 Fedut exists a vector Ay € {0,1}"™ such that
Hoa+pe
S - (197)
0 ifa+p¢CcWt G —
¢ A5G =7 (204)
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and the above property reads:

(w(@,5(ENTD)) |py
1 0if (@+05)¢G
— X - 5
2l (_1)A(5+5)'<(;> Gq(EﬁM)) ( E)
(205)

To see that the first term in (181) is independent of &,
recalling the definition of IT,,(z), write

2)| v
(| (0, B(E N TD)))

<ng {ﬁw(z)ﬁg,z,g(EuM n

a@,fe{0,1}!
w(E—h(ENM))<du/2
w(B—h(ENM))<dy /2

x (¥ (o, b(ENM)) mﬁﬁ@wmhwamEmﬁﬂ»
x(¥(8,b(E N M)) |hv) (206)
and the @’s and the B’s contributing to the above sum

obey

h(ENDM)) 4+ w(F — h(ENDM)) < dy

(207)
thus @+ 3 ¢ G* (the set G* has been defined in Sect. 5.3).
The @ and ﬁ of the terms contributing in the sum are such
that their sum is in G (according to the previous lemma)
but not in G*. Since (by definition of Q\*) for G+ € Q\\é*,

>‘o7+5 is of the form () where z' € {0,1}", the terms

w(@+ f) < w(@—

)
% (P (0, B(E N ) |z scmonn | (3. 5(E N D))
<<ﬂi‘< ENTD)|[4,)
1)’

X
— LCplesr((9raaenan)
2l

x (@ | 0(&,B(E N ) (#(F.5(E 0 ID)) |du)

(208)

contributing in the above sum (i.e. for @ + 3 e

Q\ \ é ) depend on K. Therefore
(;51, |H pg;z g(EuM)H )| ¢U> does depend
on K. Now Paqpr(M, P, R) is independent of & since the
m rows of K are linearly independent between thelgselves
and linearly independent of the rows of F (since d,, > 0
on R by definition (Eq. (158))).

Therefore, the term in the rhs of (182) is independent
of K. This concludes the proof of the property. O

does not

not
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The deviation from the key-independent term

We now derive an upper bound on [Pz, (%, v) — my|.

Property 11. For anyv € RNL and R € {0,1}™, define
N7 S
oz = Poa( (209)

The modulus of n, i is then upper bounded for any v €
RNL and any & € {0,1}™ by

V,R) — .

ol < gPo(v) (roe(I1u(2)| 60)) + el 80))

(
X l?\/\/g(é,Tf,pR,n) + \/g(é,Tf,pR,n)] . (210)

Proof. For any v € RN L and & € {0,1}™, we have from
equation (181),

TR = Pv;{(’l}, Ej) — Ty (211)

= %PMPR(M P, R) {<¢~5v |Hw<z)p~§,g,§(EuM)|év>
<¢v {ﬁak‘,g’(EUM)Hw < M’v>
_<¢;v|ﬂw(z) s,7,g(BuM) T |¢v>] (212)

Remarking that the second term in the bracket is only the
complex conjugate of the first term, we have

lPMmmMPR)
x[R@U@@m
+(bo | (2)p

1,7 <

§,€,§(EUM)| ‘5U>
2)| 0] (213)

§‘,E,§(EUM)H

Now, the first term in the bracket verifies

1/2 ~1/2
‘<¢v |11 (2 p*g a(EuM)p* *,é’(EUM)| é)
-1/ ~1/ %
<[22 a3 | % |72 s | 0]

using the Schwartz inequality and the fact

Ps,z.g(EuM) 18 Hermitian non negative (214)
o \/ ¢” e 57,4 EuM)Hw(Z)| d;v>
><\/<¢’v |ﬁ§’,k’,§’(FuM)| o) (215)

Now recalling the definition of r, z, we have

| ¢v =TuR H ¢v>] <‘?~5v |ﬁ§,§(EuM)| ‘?;v>
(216)
since <q~5v |ﬁ§,§(EUM)| $U> > 0, for any v € R (recall that

(Do |ps s 5w

P'v(v) = PMPR(Mvpv R)<év |ﬁ§‘,§(EuM)| év>) And
<¢v |H ﬁsnz F(EU M)H |év> =
ro.i [ (2)] 60) (S0 [T (25 gpunn Tu(2)| ) (217)
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(recall that if <¢v |11 (2
(v | (2

The latter can be bounded using the small sphere prop-
erty (Property 6). If v € RN L,

pi(?(EuM)H |(Z~5v> = 0 then

2)Ps z gL |¢U> =0 as well).

P (M) Tr(Eyp=pm o (2) par=rITo(2))

=Pmpr(M,P, R)<<ng |11o(2) s @) Ho(2 2)| ¢v>
(218)
< Py(v)1/9(d, 75, PR, 1). (219)

Now for z € R, dy/2 > da, thus Im IT,,(z) C Im ITo(z)
(refer to the beginning of Section 5.6.1), that
is IT,(z) projects onto a space contained in
the space on which IIp(z) projects. In other

words, Span{|0(7.5)) ldyeir (L) = du/2} C
Span{| 0(7.5)) 4 (7. F) = da}.

Since pg §(Funr is Hermitian non negative, it implies
that '

)
7,

(o [T (2)Ds gmonn) T (2)| du) <

(b |Io(2)p5 )| é0).  (220)

\G(EUM) HO

Therefore, using Property 6, we have, V& € {0,1}™, Vo €
RNL,

Pmpr(M, P, R)<év ’Hw(z)ﬁg,g(EuM 11 Z)’ év> <

Py(v) (221)

9(55 vapRvn)'

Linking the results (213, 215, 216, 217, 221) together, we
obtain

VR e {0,1}" Yo e RNL,

[nv,z| < —PMPR(M P, R)

) \/ Py(v)
Pmpr(M, P, R)

X

)| 6v))

g<6a Tfy PR, n)T’U,Fi (H (Z

x /102 (] 80)) (0 |52

EUM)| ¢“>

Py (v)
+ 557. ) y )Ty, R 11
Pt (M, PR 9(8, 7f, PR M)y, (

) w]
(222)
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and using (by |z g muan | o) = Pu(v)/Prpr(M, P, R),

we get
|77v.,/€| < QLm |? g(é, vapRvn)
X\/’I”U,,;(H (Z)| ng>)rv,f3(| ng>)

9(67 vapRan)Tv,R‘(Hw(Z)| ¢v>)‘|Pv(U) (223)

< %max ({rvm( |¢v>) Ty m(|¢v>)})

l\/\/Q(STfPR» \/95Tpr, ] (V)

(224)

1
<_
- ’m

(2)] 0) + o (| 80))]

l” 96,7, PR, M) \/g5Tpr, ] (V).

(225)

This concludes our proof. (|

5.6.4 Bound on the conditional entropy

In this section we conclude the privacy proof by deriving
from the previous result the following property.

Property 12. The conditional Shannon entropy of the
key R given Eve’s view v is lower bounded by

H(R|v) > m — e (N,m) (226)
where
1
61(N, m) =2 (m + ﬁ) h<6a TfapRvn)
1
+ 2\/2 <m+ ﬁ) mh(d,7s,pr,n)
+m (P,(RNP)+P,(LNP)) (227)

and

h((;?TfapRvn) =2 g(éanvaan)

+4/9(0, 77, pR,n)  as defined previously. (228)

Proof. We first prove that for any strictly positive real
number ¢ and for any view v € R N L, there exists a set
Ky C {0,1}™ such that

o [Ko| >2™(1—2), and
e VR € Ky,

1 1
— < —

P'_":‘”:”O%) o om om

(2q+2)h(0,7f,pr,n). (229)

laded yb1ybiH
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From that we prove the bound on the conditional entropy
(Eq. (226)).

For any view v € R N L, summing over & € {0,1}™
the joint probability Pz, (R, v) = m, + 1z, We get, using
Property 10

Yv e RNL,

Z PR’:’U(E7 1)) = Pv(v) = 2m7Tv + Z T,g

7e{0,1}m refo,1}m
(230)
but
va,ﬁ < Z |77v,F€| (231)
1
S 2—mPv(U)h(5, vapRv TL)

X (erﬁ (H z)| qu>) +ZTUE

R

&l

(232)
< 2P, (v)h(d, 77, DR, M) (233)
using Property 11 and the identity (177).
Therefore,
[Py(v) — 2™7y| < 2Py (v)h(d, 77, PR, 1) (234)
that is
B 1
|PI-E“U(K/7U) - 2_mP'U<U)|
~ 1
< |Pzo(R,v) — | + |m0 — 2—mPv(v)| (235)
1
S 2_mP‘U(U)h<6a TfyPR, n)
X [rvﬁ (H z)! (;31,>) + Ty R <| (;31,>) + 2} (236)
or
1 1
|Pn|'v v(’i) - _m < 2_m (5 TfyPR,T )
% [rus ( [ 60)) + s (|60)) +2]- (287)
Let a, z = 7, { ¢U> TR { ¢v> ). Then using again
identity (1 ) have
> apr=2" (238)
rRe{0,1}m

Let ¢ be a strictly positive real number. Let U be a random
variable taking value in {0,1}™ with uniform probability
distribution, i.e. VK € {0,1}™, Py (R) = 1/2™. Then us-
ing Lemma 3 for U with p = 2™*! we find that

(239)
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where the set IC, is defined by:

1
Ky = {EJ’ €e{0,1}" : ayz < 2m+1q2—m = 2q} . (240)

In other words,

Iy > 2m (1 - 1) . (241)

q

Let Z be the set defined by
T = UperncKy x {v} € {0,1}™ x Z. (242)

It follows that

V(E,v) €L, |Pg|o=y — 2}71 < 2%(2q+2)h(5,7'f,p3,n),
(243)
and
Pao(D) = Y Pu(0)Prjv=y(Ky) (244)
vERNL
vERNL REK,
1
P,(v —(1—1(2 2
Zyé%;w ( )g;vw( (29 +2)
xh(d, ¢, PR, M) (246)
> (1—) —(2¢+ 2)h(d,7¢,pr,n)) Py (RN L)
(247)
> (1— é) (1—=(2q+2)h(5,7f,pR, 1))
X (Py(P) = Po(RNP)—Pyu(LNP)) (248)
> Pv(P) - Pv(ﬁﬁlp) - Pv(Zﬂ'P)
fé — (2q +2)h(d, 75, PR, 1). (249)
Now,
(H|'v ZPH'U K ’U) 10g2 PFJ\'U v( ) (250)
= - Z Py (F, v)logy P | y—y(K)
RWEP
- Z Pfq’v(’zvv)log2pfé|v:v(’$)~ (251)
RWEP

For any v € P and & € {0,1}™, we have Pgz|,— () =
1/2™ since Alice chooses randomly and independently the
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value for K when the validation test is not passed. There-
fore,

H(E[v) = mPy (5) - Z Py (K, v)log, Pk’\v:v("_{)
RueP
(252)
> mPy(P) = Y Pry(F,v)l0g, P v=y(R)
(Rw)eT
(253)

since for any v and &, —logy P|y=y(K) is nonnegative.
Using the relation:

L ate

V(E,’U)EI, Pfc'|v:v(’5): om

(254)

where &z, < (2¢ + 2)h(5, 7, pR, 1) for any (R,v) € Z, we
get

H(R|v) > m (Py(P) + Pro(T))

— Y Pru(R0)logy(1+ &) (25)
(Rw)ET
>m(1l—Puy(RNP)—P,(LNP)
1
v (2 + 2)R(4, TfaPR»”))
1

1
In2

—% — m(P(RNP) +Py(LNP))

) (20 + 2)h(5. 77, pr.)

(257)

where we used equation (249) and the inequality log, (1 +
x) <|z|/In2 for any x > —1.

The above inequality holds for any positive real num-
ber ¢ > 1. Especially it holds for

o m
"N

obtained by maximising the rhs in Eq. (257). We therefore
obtain the bound on the conditional Shannon entropy of
the key K given the view v

(258)

H(R|v) > m —e1(N,m) (259)
where
(N,m) =2 + ! h(d )
€1 ym) = m In2 y Ty PR, T
+24/2 + ! h(é )
m n2 m yTFyPR, T
+m (Po(RNP)+Pu(LNP)). (260)
This concludes the proof of privacy. O

625

This work was partially supported by the ESF programme
on quantum information theory (QIT). HI gratefully acknowl-
edges support provided by the European TMR Network ERP-
4061PL95-1412. NL gratefully acknowledges support provided
by the Academy of Finland under project number 43336. We
would like to thank Artur Ekert, Patrick Hayden, Michele
Mosca, Nicolas Gisin for interesting discussions and helpful
comments.

Appendix A: Binomial tail inequalities

The following properties have been used throughout this
paper.

Property 13. Let a be a positive number such that 0 <
a <1/2. Then

>

0<i<an v

where Hy(a) = —alogy a— (1—a)logy(1—a) is the binary
entropy function.

(261)

Property 14. Let p, t be positive number such that 0 <
p<p+t<1l. Then

> (0)pa-prs e

(p+t)n<i<n

(262)

Property 15. Let p, t be positive number such that 0 <
p—t<p<1l. Then

> (M)pa-prsee

0<i<(p—t)n

(263)

Property 16. Let A be a set of size |A|. Let B be a set.
Suppose each element of A is contained in B with proba-
bility p. Let T be a positive number such that 0 < p —7 <
p<p+T71 <1. Then the probability that B contains more
than (p + 7)|A| elements of A (i.e. |ANDB| > (p+7)|4])
s bounded by

Pr(|AN B| > (p+7)|A|) < exp[—272|A]]. (264)

Likewise, the probability that B contains less than (p —

T)|A| elements of A is bounded by
Pr(|JANB| < (p—7)|A|) < exp[—27%|A]]. (265)

Proof. [25] Suppose 0 < p < p+t<1,¢qg=1—p. For any
x > 1, we have

Z (?)piqn—ig Z (?)piqn—ixi—k
k<i<n k<i<n
n\ .,
< Z (Z)pzqn it k
0<i<n

1 n
= x—k(q + px)

IN

W(q +px)"

laded yb1ybiH
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where k = [(p+t)n]. The minimum of the last expression
as function of z (x > 1) is reached for & = % and the
above inequality gives

k;n (?)piq"ié (;%)pﬂ <ﬁ>qtr' (266)

The inequality above reads, for p = 1/2 (therefore ¢ =
1/2)and t =08 —1/2 where =1—a € [1/2,1],

3 (") < gnh(B), (267)
Bn<i<n v
Using the identity
n n! n
=——= 268
<z> (n—1)l! <n—z> (268)

and remarking that Hy(«) = H1(1 — 8) = H1(8), we get
Property 13:

1
Vo<as<s, (”) < offi(e)n, (269)
0<i<an v
Let’s write (266) as
> <7)piq“ < enalt) (270)
i

k<i<n

where

g(t) =1n

Gr) ()] e

Then g is C* on [0, ¢g[, and applying Taylor’s formula at
order 2, we get

g9(t) = g(0) + tg'(0) +/0 g" (u)(t — w)du.

It is easy to check that g(0) = ¢’(0) = 0 and that ¢"(u) =
< —4 for any u €]0, g[. Therefore

(272)

o 1
(pFu)(g—u)

olt) = / o (u)(t - u)du

—{£2t—uﬂu

< —2¢2,

IN

Since the exponential function is monotonically increas-
ing, we get

2

eI <72 (273)

therefore

Z <?Z>pzqn1 < 2 (274)

(p+t)n<i<n

which gives Property 14.

The European Physical Journal D

Suppose now that 0 < p —t < p < 1. Using the iden-
tity (268), we get

= (o

0<i<(p—t)n

> ()

0<i<(p—t)n

= ()

n—(p—t)n<j<n
> (n) 7p",
(g+t)n<j<n J
where 0 < ¢ < ¢+t < 1. Applying Property 14, we get

> (?)pi(l — )i < e

0<i<(p—t)n

(275)

which concludes the proofs for the binomial tail inequali-
ties. We now prove Property 16.

The probability that B contains exactly k elements of
A, for 0 < k < |A4|, reads

Pr(|ANB|=k) = ("2');#“(1 — p)lAl=k, (276)

Therefore, the probability that A contains more than (p+
7)|A| elements of A reads

Pr([AnB| = (p+ 7)|A])

- 5

(p+7)n<k<|A|

- = (ra-pe e

(p+7)n<k<|A|

Pr(|ANB| = k) (277)

< exp[—27%| Al (279)

using the binomial tail inequality (Property 14). Likewise,
the probability that A contains less than (p — 7)|A| ele-
ments of A reads

Pr(JAN B[ < (p—7)|Al)
= Pr(|JANB|=k)

0<k<(p—7)|A]

_ (") -mae sy

0<k<(p—7)|A]

(280)

< exp[-27°| A], (282)
using the binomial tail inequality (Property 15). This con-
cludes the proof. O
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